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Babuk

Vel

B000AAA140009A90 in
oBpeseaal 48009857 [5311

?_3tnE_s ervices@ayaAXxZ I
f_stop_processe

goeeseald4eee9Bsc  call
B00BBPB148089B61  call
£Beeee8148889B66  xor
0B0BBB6148809B68  xor
HBABBAR140889B6A lea
gBeesea148089B6E  call

?_remove _shadows@@YAXXZ

bd edx, bd edx
b4 ecx, bd ecx
b4 r8d, b4 ds:[rdx+7]

cs:[__imp_SHEmptyRecycleBinA ]

e RA Group

80887FFTEF175AER

BEBBTFFTEF175BAT
@BBBT7FF7EF175BA9
BBBB7FF7EF175BAB
B0BRT7FF7EF175BAF

main

xor b4 edx, bd edx

xor b4 ecx, bd ecx

lea b4 r8d, b4 ds:[rdx+7]
call cs: [ SHEmptyRecycleBinA]
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Babuk -

0000000140009A990 main
gepeaea1 48809857  call

? ston services@@yAXXS

@eBe0AA1400809B5C  [call

?_stop_processes@eYAXx7|

BEEE008148889B61 call
geB6e808148009B66  xor
080808 148889B68  xor
£080000140009B6A  lea
g080808148089B6E  call

?_remove _shadows@eYAXKZ

adx, edx
BCx, acy
réd, ds:[rdx+7]

es:[__imp_SHEmptyRecycleBinA ]

- RA Group

BARATFFIEF175BAT  xor
BBRBT7FFIEF175BA9  xor
BBRBT7FFIEF175BAE  lea

BBBB7FFIEF175BAF  call

BO087FF7EF175AE8  main

edx, edx
BCx, BCx
réd, ds :[rdx+7)

cs: [SHEmptyRecycleBinA]

(23 6] A

f2tXl _stop_processes &4 85
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byte 7FF7EF17F150 db @ABh, @FAh, 6, 15h, @, 13h, 2 dup(8Ah), @D6h,

db 78h, 1Ah, @CDh, 71h, 7Bh, @D6h, 49h, 7Dh, €DSh,
db 65h

db 99h, @EEh, @EBh, 8FEh, ©Ch, 1Ah, ©CCh, 5@h, 7Fh,

61h, @ASh
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{ // THE el 22101 1eMiBE 2 22,
Jf 1emie EE0OICH 22 1MiB IOIEIE 2= SHEHCL.
38 = FileSize,QuadPart / @xADRO0AE;
if ( fileSize.QuadPart / @xAG0E8 > @ )

{

do

{
ReadFile(FileW, w33, @x108800u, BduRead, @i6d);
ECRYPT process bytes(v39, &ctx, v33, v3i3, duflead);
SetFilePointerEx(FileW, w36, @ied, B);
WriteFile(Filel, v33, @x1008@0u, &dWirite, @i64);
vib.QuadPart += BxABB000164;
SetFilePointerEx(Filel, v36, 0i64, 8);
--v38;

}

while ( v38 );

¥
}

(23 9] Babuk0| 2717t 2 TAS S 2loh= LA

{ ff DFE2l 22101 1eMiBE =g 35,
// MiB SE0OICH 22| 1MiB GIOIEIE LS SECH.
/i Ol 2 102 DERISH SHEECE.

ReadFile(Filel, w34, Hxlaﬁﬁﬂeu, EdwRead, 8i64);
ECRYPT _process_bytes(v38, vB7, v34, v34, dwRead);
SetFilePointerEx(Filel, w36, Biﬁd 2);
WriteFile(FileW, v34, Hxlﬂﬂﬂﬁﬂu, &dvlirite, @i64);
v36.QuadPart += Bx200080i64;
SetFilePointerEx({FileW, v36, @i6d4, 8);
==V

}

while [ vB );

}
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v2 = 2i64 * (lstrlenW(path) + 7);
do
v3 = (WCHAR *)HeapAlloc(hHeap, 8u, vZ + 64);
while ( !v3 );
1strcpyW(v3, path);
1strcatW(v3, L™.GAGUP™);
result = MoveFileExW(path, v3, 9u);

EERRIEERHE OS]

g LA E0X= &A= “GAGUP 22 HELIC.
10 et AHA0 7 IS

2.4, X104 4: HYL-E ¥d

251 i ".GAGUP” XS 71 MY 2 U3 35t 0| A M2lET.

# RA Group

## Notification

Your data has been encrypted when you read this letter.

We have copied all data to our server.

But don't worry, your data will not be compromised or made public if you do what | want.

## What did we do?

We took your data and encrypted your servers, encrypted files can be decrypted.

We had saved your data properly, we will delete the saved data if you meet our requirements.
We took the following data:
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2.5. X}0|™ 5: 28 M 7HI|E AbY| £8 M 7HI| MH|A(Volume Shadow Copy Service)=
HUERXUM 72X 2 MSot= Y 7|S0|C
7|7 Babuk A0t IHQ Q5 3t Mt S0 242t 28 M FHEES AHSHOH
Ba bU k T T B AH[OIRACE. RA Group2 MY Y23t MO 28 ME 7HIES AH[ol= ZE= 7ot
I e 20 25 Mx 7HI=S AfMote ZERH HAFIICL
0000000140609A90  main vssadmin(E2& ME 7HI| MH|A HE T2 72)s ARl AHSH= LA0= HE0] Qict.
0060060B140669B57 call ?7_stop_services@@YAXXZ
60B0PBA148009B5C 2
f606060140089B61 |call ?_remove_shadows@@YAXXZ
60P0ABA140009B66  xor 4 edx, b4 edx
6000060140009B68  xor 4 ecx, b4 ecx
60P0ABA140009B6A  lea | r8d, b4 ds:[rdx+7]
000000A140089B6E  call cs:[__imp_SHEmptyRecycleBinA ]
,,/ RA Group
BOBB7FF7EF175AE®  main
BBBBTFF7EF175BA7 Xor b4 edx, b4 edx
BBBB7FF7EF175BA9  xor b4 ecx, b4 ecx
PBPBTFF7EF175BAB  lea réd, b4 ds:[rdx+7]
BOOO7FF7EF175BAF  call ;s [SHEmptyRecycleB1nA]
Babuk |
0000000140009A98 main
6600000 140009ECY  mov b4 r9d, b4 -1
606PPOBO140009ECF  lea b4 r8d, b4 ds:[rbx+1]
60PPOBA140009ED3  mov rdx, ri15
66PPOBO140009EDE  mov b4 ecx, b4 ri12d
00000008 140009ED9 W i ipleObjects]
0P06BBA140009EDF | call 7_remove_shadows@@YAXXZ
l RA Group
main
mov b4 r9d, b4 -1 f/ dwMilliseconds
lea b4 r8d, b4 ds:[rbx+1] // bWaitAll
mov rdx, r15 // lpHandles
mov b4 ecx, b4 ri12d // nCount
11 cs:[WaitForMultipleObjects] // WaitForMultipleObjects
rggll _remove_shadows
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