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1.7

1.1 8 &2
gz Chaos Ransomware Builder
FyukRamns O&/0w 2021
n 2 3 4 5 Forward »
Oaa 2021 &9
AVATAR . . . .
| have been developing ransomvare and | would like to share with you guys. Please share your opinion on
this matter. What function would you like to see in this ransomware?
rvukFIa_ns Downlead link: https://github.com/Hetropo/ryuk-ransomware
HDD-drive . .
try on virtual machine only
reqistraton ORON2021
Posts: 25
Reactions: 16
OD tiandochen, X0T_01, Recovery and 10 mora

Kt 6 &, 7 X oI c JHUREO| ESst= XSS ZHMA 2018 A FE 4HE HEl Ryuk

z|2 Y M0l O|FE Chaos 2t BHRACE HTO| UH|O|IE E|HAM &l 7|50 F7t

Eiion, AAY S P25 U 0 o= 53 7IS K| EotERic

HE | B =3

1.0 | 2021.06.09. | yjo

ol

3t S CHY I 2HEHZIO 2 HoMQ 57 271

ok

20 | 2021.06.17. | Chaos M9012 HH, AlAE =9 £2{3}
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3.0 | 2021.07.05. | x40l AES/RSA ¥ =335} X2 (1MB 0|5t

7t

P

4.0 | 2021.08.05. | m|gtx{Ql AES/RSA 255 5t K| (2MB O|3h), HHEStH B 24

[E 1] Chaos 2 d9ll0f S|AEE]

1.2 I+ HHE

Name Chaos Ransomware Builder v4.exe

Type Portable Executable 32 .NET Assembly

Behavior Ransomware Builder

SHA-256 | f2665f89ba53abd3deb81988c0d5194992214053e77fc89b98b64a31a7504d77

Description | Chaos Ransomware Builder v4

[££ 2] Chaos Ransomware Builder V4

XSS Z

[ooo
6| ||

Builder XX} e H o =Xt

L

[ 2! 2] Chaos Ransomware R X% It

[1 EA: @]
@®. MZEXH= Chaos Ransomware Builder(0| 3} Builder)E 874 77 LIE|(XSS Z&)0l S7 Y=ZE

2 EtAl: @~@]
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2.1 Chaos Ransomware Builder v4 ++

2.1.1 #Melo B MUY

Chaos Ransomware Builder v4

—= Chaos is mulii language ransomware. Translate your note io any language <—

All of your files have been encrypied

Your computer was infected with a ransomware virus. Your files have been encrypted and you won't
be able to decrypt them without our help.-What can I do to get my files back?You can buy our special
decryption sofiware, this software will allow you to recover all of your data and remove the
ransomware from your computer.The price for the software is $1,500. Payment can be made in Bitcoin only.
How do | pay, where do | get Bitcoin?

Purchasing Bitcoin varies from country to country, you are best advised to do a quick google search
yourself to find out how to buy Bitcoin.

Many of our customers have reported these sites to be fast and reliable:

Coinmama - hxxps://www_coinmama.com Bitpanda - hxxps://www_bitpanda.com

Payment informationAmount: 0.1473766 BTC
Bitcoin Address: bclqinzcep4l4acOtidrq/7awxev9ehu465f2vpi9x0

Randarr ension: Ush and network spread: rocces: = Dropped File Name

|l Add ta startup

Advanced Optiopt

Randomize file extension | 11

0
A
rir
=0
H
X
N
0
lo
ro
gt}
x
Jok
0
pal
Ral
0
o
g

M

Usb and network spread | USB & HIE {3 E2}0|E CHef 2o Mot (Z4)

Process Name 9ol Z2MA OIF XIH (84M)
Dropped File Name M L E O|F XIE (8M)
Delay Second Hadelo] SE X[ AlZH(ZM)

Add to startup PC AlZF Al KIS A8 S8 (84M)
Select Icon lolo| oto|EE XIH (8M)
Build XHE SME 7|18 o= TH o] MY
[RedBox] =553 HI X|E22 275t Hid LE LIS
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=
Chaos Ransomware Builder v4
Chaos is multi language ransomware which
means you can translate your note to any
re encrypts all files

language. This Ransoware
and drops a note for every folder in which files have
been encrypted. You can overwrite all files or encrypt
them with aes/rsa encryption method. Create
your decrypter using the advanced option.
Public and private keys will be created automatically.
Keep private key and decrypter. Without them files

cannot be returned
This project depends on your donation
Please donete if you want to see next
releases in the future
Bitcoin

Monero:
[ 4] About 3tH
Builder ofl CHEt A0t A=

2i5t o

M2l &tHO| A About HE S 2

FoIgt 4 Uch.

213 &35 Cid ot &fExt 4™

Add your extensions like this

"_docx”," ixt"," Jpg

do

s P e
th.. " xIw" " xps’

‘ppsmt® ot
S

" odm " oy " ofth
¥ S tar gzt dm
oo b7 * a3

[3 2! 5] FileExtensions A%
, 229 749 ¢

M2l &40l M FileExtensions HE S

-
N
--—

J

SEX
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Advanced Options

Resist for admin privileges
D Jolurr

Delete the

Change desktop wallpaper

1

O Overwrite all files @ Encrypt AES [ RSA

This function works faster but files cannot be returned

[ 2! 6] Advanced Options &tH

1). AAH 2 F245 (M)
2). HHEsHH #HE (M)
3). &35 qnEE ME (M)

4). I+ Ho{M[ 7| (M)

ironment

hv v wvwvwvwwvww
w 0y By O By By By By Oy Oy 3y

public
public
public

pri
Pri
public

public
[2! 7] Resources ¥4 Chaos #&{flo] 2=

Chaos Ransomware Builder v4(0l&t Builder)= HFO|L{Z| LHE Resources ¥

[= N |

IEE X

i
i

St QUCH Ol ZEE 7[dte 2 ChY e HE | 9lo1E M Ehot
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2.2.1 C# 7|8t Chaos B49o{ ZE 2=

sender, Eventad

", "Read_it.txt", M

{"&1| fields are required”, "Error”, #Buttons.

StringBuilder

j++)

ctextBoxi . [i] + "#" . #in" X

SEXT 0] o BHHE SMHE 25 X|HE F| Build HE S £ =5+ Builder 2| Resource

odof 7hR| T QT CHO 2 WY E g0l AEE ERi2Ch

checkdisableRecoveryMode
checkdeleteBackupCatalog

x

CHOZ WYE BMSlol == TRD Zol TAHE0IRICH o7IM REXI SH2Z XIH 5

0.

242 #adminPrivilage X1 ‘# 0| HF0{2 E0{U= FEHO|Ct.

( "gadminPrivilage”, “true

text  Replacel "#adminPrivilage”, “fal

ttings.

text = text Replacel "#checkdeleteBs
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MYste I =0l YR oot
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rr

2.2.3 #Md9io{ MM

arpCodeProvider csharpCodeProvider =

CompilerParamet

options = CampilerP

stwePafh_.

CompilerResults compilerR

sourceCode

2.3 Chaos #i4d¥|0{ £4]

Chaos Ransomware Builde

—=> Chaos is mulii language ransomware. Translate
All of your files have been encrypied

Your computer was infected with a ransomware virus
be able to decrypt them without our help.What can |
decryption software, this software will allow you to re
ransomware from your computer.The pnce for the sc
How do | pay, where do | get Bilcoin?

Purchasing Bitcoin varies from country o couniry, yc
yourself to find out how to buy Bitcoin.

Many of our customers have reporied these sites o
Coinmama - hxxps://www_coinmama.com Bitpanda - |

Payment informationAmount: 0.1473766 BTC
Bitcoin Address: belqinzcep4l4acOtidrq/7awxevSeht

Rando

FileExtensions

Builder £ 0|& 3l

#1 SOMANSA

CodeProvider{provider0pt ions

Advanced Options

Resist for admin privileges

Delete

Change desktop wallpaper

I

@ Encrypt AES /RSA

SelectIm:

O Ovenmwrite allfiles

This function works faster but files cannot be returned

Dropped File Name
README txt

o

rtup
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2049404
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2.3.1 35 A# 4|

[1 pr
currentPro

if (process. Modules[O].FileName == hssembly.GetExecutingdssenbly( ). Location && currentProcess.|d != process. Id)

eption)

Locals
MName

[Z2! 13] AlreadyRunning HIME LI

J
>

gg

g
>T
I
Ho

= |31l Process.GetProcesses()& 0|&3t01 @2 LAt PC o ZE ZEA|A0]
Process.GetCurrentProcess()& 0|&5t0 (2 $4Ai T2 M A QL UX|St= ZE2MATE JU=X| = QlFtTt

ohok R T2 AMA SYUE 0|5

mio

Zte ClE Z 2 MATL QICHH true £ BHEHS D, SR ZE2MAE

E=Ztc}.

232 &% XA

mb Ly, 0.
JEpecialFolder,

Lo

[ 14] sleepOutOfTempFolder HIME LS
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REXE Delay Second S42 0|83l 20 HYUS XIHAIZ == RUCH O] SH2 A 047t

AppData 5t Roaming ZH(0|5t %APPDATA%) SfollA AMHS I} S&ete AS & + QUCh

2.3.3 X7 5A

rtinfolt

Frogram. {processMame );

returned

[ 15] copyResistForAdmin HIAME LHE

%APPDATA%0| M 2017} ARME|X| AT, X7t A £ T2 MAE R AE St

NER A HEE
AMAE & = &
L=
—

—
—
a4g 5 91 SRS TIPS Rok

>

O] 40| CjBO|A~S H
Microsoft Edge.exe

71|)\|3'i|' "E* = gls
o e 0] HEHo| 3 Sajol=

s LI =A

ol ot e
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[27 16] ZEIAt HE A 2F

Z2NA B SHOE Verb="runas"E HH7| HE0ol| A= Z2MHAE Z[SHRt|H B 2R

Hetg 276 Eoh ol OILIQ'E FEH OfE TE MK XSEoR HER M AS
QT sHe HIAIXIZH MBI

"+ o5

'r'itELin

Writelinel

Mame
@ I returned

@ folderPath

[l 17] addLinkToStartup HIME LIS

« AppData » Roaming » Microsoft » Windows » AZ HEF » ZE0 »

-~
. “-F4d 5L AL
0 SR LN

&P Microsoft Edge

ToIT

[23& 18] ZI3HAF PC AR Z 203 £

LA PC 74 AR 2 M KAS22 ARE = ULF AMZ2O ZC0f HZ 7H7|18 ddgoh

Safl 2dfoi= TSR PC oM X|&EXMez SEE + ULt

I11|0

ol
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23502 &3t
void [

ch (Orivelnfo drivelnfo in Orivelnfo,

if (drivelnfa.TaStrinal ) ! " )

Frogram. (drivelnfao,
rOir + Pr
Frogr

Frogr
Frogr

+ o+ o+ 4+ o+ + o+ o+
+ o+ o+ 4+ o+ + o+ o+

7
P
P
7
7
7
P
P
P
7
r tiontl
r tion12
r tionl

Pragram,

12 71 EC{Q TSR PC off AZEE MY ERIE =3t

=4
om
on
2
=
HU
N
N
5%
Ju
=
Ao
x
>
al
on

ension.ToLowe ileMame != Program
Filelnfo filelnfo =
filelnfao.
if (filelnfo.
if (Progr

Program, (fFileslilh

e if (filelnfo. > oL

{length) )

(filelnfo.

Azs Oy 200 EMsts TS0l A 23 Ol HYA e UX(st=X| &2l = oY Ato|=0of et

ALO|=7F 2117152Byte(2t 2mMB) ErCt =2 mdor ¢4sstE TIdstn, JHEct & o
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random_byte()E O|&3dH T2 M+ El O|0|E{E F0{ M|R2Ct. = Chaos 29010l 2 =(wd ot

AO|=7} 2117152Byte(Sf 2MB) ECF 2 U2 HIE 2 X|SotHEt T TS = 75H7| o1&t

2.3.6 A|AH| 53 O|o|E] 4fA]|

Frogram, i elete s fall fquiet & wmic shadowcopy delete”):

Frogram. ("bcdedit /set {default} bootstatuspolicy ignoreallfailure cdedit fset {default} jabled no” s

Program. ("wbadmin delete catalog -quiet” )

[23 21] AlAE S5 CI0[E 4K HIME

oUg D5 A 53 F LGRS otUE SF5H7| oA BHET| 2l S+ CIOIEHE 25 ATA[EC).

= o AF vssadmin delete shadows /all /quiet &
=8 Az A7 wmic shadowcopy delete

bcdedit /set {default} bootstatuspolicy ignoreallfailures &
= = 2 o3
2F 5T ME oY bcdedit /set {default} recoveryenabled no

HiQq F1EFZ2 7 AFA| | wbadmin delete catalog -quiet

[E 4 RIE2 =7 Clolef AN B

2.3.7 T o Hmt
[ spreaddame )

{Orivelnfo drivelnfo Orivelnfo.

{drivelnfo. ToStringl ) = "C: ! : {drivelnfo. TosStringl ) + spreadName))

, drivelnfo, ToStringl ) + spreadName );

[ 8 22] spreadit HHME L&

- 15 -
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IsHA PC o AZEE 2H MY Y RIS HIEXHI KM ER|of 24

IRt PC & =lojLt CHE PC & Z ¥ Al7|= Tmt7t O|F0{ZICt

238N E AH

ialFolder.

:t, Program.

Thread.
Process. Start{text)

o] mted

No.30 | 2021 'd 10 &

At

rot

Cl. ol otHe S35

mjo
III|0

“#" + Program,droppec

ISR PC 7} 25 Zr¥E|™ %APPDATA%O| HME-EE MM, ofals Asstch o THEo|AM
IsiAteE 2901 Z4 AFAIE QX[StD, 255 HI8 X222 7 AH EiCt

base64 )

] )+ Program
Mr
Frogram.

Locals

Mam

%TEMP% EC{of 2iE3 9 XI2| O|§ & X = JPG S WM strt O|F LISHA PC HIE SIS SHE
JPG 2 HZEECE REXIF &olo| HiE &S XIPst K| oA CHH HiEstH2 HB K| f=rt
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2.3.10 282 C stolxiZ

'driveNotification.NotificationForm, currentClipboard,Contai

tificat ion. Mot ificationForm, currentCl ipboard, Progran,appu

UHE|H HHX|7 |5t

“be1”’2 Al St D, AR A2 £ HE 42~62 AtE| EXIY

3 22 A|&St D, a~k, m~z, A~H, J~N, P~Z, 1~9 S 2 M=l 27~34 X} 2| EXAtS

rr

ZH2 |1=E

[E 5] 2REE 5to|xfZ =

o

2 “pbc1qwOlI8p9m8uezhqhyd7z459ajrk722yn8c5j4fg” EXt¥Z  HFRX|Z|  $tC)

Z7 2 £ “17CqMQFeuB3NTzJ2X28tfRmWaPyPQgvoHV” At 2 H} x| 7| &t
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| README bxt - Windows 0 2%

OEF #EE M40 2V =5

----» Chaos is multi language ransomware. Translate your note to any language <----

All of your files have been encrypted

Your computer was infected with a ransomware virus. Your files have been encrypted and you won't
be able to decrypt them without our help.What can | do to get my files back?You can buy our special
decryption software, this software will allow you to recover all of your data and remove the

How do | pay, where do | get Bitcoin?

Purchasing Bitcoin varies from country to country, you are best advised to do a quick google search
yourself to find out how to buy Bitcoin.

Many of our customers have reported these sites to be fast and reliable:

Coinmama - hxps://www.coinmama.com Bitpanda - hogps:/fwww.bitpanda.com

Payment informationAmount: 0.1473766 BTC
iCeleT]sWaYolo [SCEHb c 1 qlnzcepdldacOttdrq 7 awxevIehud65f2vptIx0

ransomware from your computer.The price for the software is $1,500. Payment can be made in Bitcoin only.

[m]

x

[23 27] ZISHAI PC off MM E i L E

!
x
o
=)
=0
Hel
b2l
N
g
o
H
[m
2
30
Hel
>
10
A
N
eh
[
HuU
op
ol
ffo
Jo

LA SBHES KI5 U5 OB V1S5S R4 WO BEEL
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3. Privacy-i EDR B x| HE

Chaos Ransomware Builder v4 Of 2|3l MM El Chaos HEY 0= XM= X FE£= ChedtLf, CHEA
GEE 27 Zlof 7|ELQ A|ALA T[Et OtE| HEO|2{A M F0i| 2fs] B X|7F O{ Bt 12{Lt Privacy-i
EDR 2 Chaos T L0{Qt 11 HE0|| Tl F&ot BX| 7t 7H55t0 Ransomware SR E EfZo 2
EFX[St QUCH O[2t LIE0f Chaos T 012 F2 o S of CHal Of2fet ol BHX|Stn QUCE

3.1 Bx| &

2| e oH a9l

Suspicious Behavior : impact.impairvolume-shadowcopy

Suspicious Behavior : impact.encrypt.many-files

W

> Suspicious Behavior : impact.encrypt.decoy-file

> Suspicious Behavior : impact.encrypt.decoy-file

> Suspicious Behavior : impact.encrypt.file

> Suspicious Behavior : persistence.configure.auto-run.file.4

[Z22! 28] Privacy-i EDR & X| &2

=2 Bzl 89

3.2.1 impact.impair.volume-shadowcopy

W E Suspicious Behavior : impact.impairvolume-shadowcopy
O|HE 24 24| : 2021-10-27 17:25:39
T8

0| E Guid : 9b4559d3-eda6-4227-2235-843cedaT 6750

MITRE ATT&CK EE :

No. Tactic Technique
1 Impact (T1490) Inhibit System Recovery
0[flE
No. O[HEZR o[HIE el
1 System D2y 2

[AE 29] A[AE S5 HO|H Ax

-19-
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Chaos AP0 L0l ZY 5| AIAH 272 088 THY BT W] o) AlAH =27
=
=

HO|EH & AAgtEt. O]2{gh A<

3.2.2 impact.encrypt.many-files

W E Suspicious Behavior : impact.encrypt.many-files

O E S48 2] - 2021-10-27 17:25:30
=10

0% E Guid : ¢5743ac0-1690-43%e-8881-186c0879cab?

(18 30] Ct=2| T H= st

Privacy-i EDR 2 Chaos & %0{2| Ct=2of Mt Aot W0 Lol =0 AP YE=Z EX|oHTt.

3.2.3 persistence.configure.auto-run file.4

W Suspicious Behavior : persistence.configure.auto-run.file.4

O|HE 248 2A| : 2021-10-27 17:25:26

FE= 4

0| E Guid : b01e2edd-2534-4f14-823b-Tbcdd922f266

MITREATTECK B :

No. Tactic Technique
1 Privilege Escalation (T1547) Boot or Logon Autostart Execution
2 Privilege Escalation (T1547.001) Registry Run Keys [ Startup Folder
OJHE
No. OJHIE S&F OME 0|5
1 System o g
(12 31) Rt& AR 221 55
Chaos #A9I0E WBhxt PC oA X|SH o2 EX3}7| 2isf A% Z=aMo= xHAg SEC)
Privacy-i EDR 2 O|2{ct HQE o ¥ §E=Z FHX|StCt
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4.

2
0lo

1. OS YL AZES0{ £t HH|0|EE EY 282 RX[EH

2. =M9of HXI/AHEHO| 7HSE EDR MES Saif of 4 &tot

3. F2 BEME FUIXMoz WSt 22Xz Ealstod Zalstot
4. tIE|E = Qle HAo HR o2 dds SX|Eot

B AR A £2 LR E ABHALS| 5iEHE WX| of 1, FEAIK, SAL HIZE A5 FELCH 2 0| o
A & A&

AloflE BIEAL of &8l &foll X{3HE = R
= ANRE dHIAL 24 X ANEE 8 L/ofof 3tH, dHIALE HMEH 5o B2 AZE|0{ME
SHEILICEH &) ABFALE OlE{8t 2 &0 CHEF XS XIX| et&LIcH

Copyright(c) 2021 & A 2tA}F All rights reserved.
Al Ho|Lt BolALE 2 malware@somansa.com L2 SHFAML.
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