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2021 19 @, CVE-ID CVE-2021-40444 £ X|HE ¥4 I = M¥ (Remote Code Execution) F|<
SIHEIRACE Ol Microsoft #0IM 7HEr St IE (Internet Explorer) 718 MSHTML ZlQ| =47t AS
O&2R Qlsto WHste FYHOEM, ¥4 I=E M (Remote Code Execution) O|2tE &2

10l HIEH HlZ X &A F3o| 7tsstct 2 BM E1M &4 AIHol ojol, £ s =& 2
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Observed CVE-2021-40444 exploitation attempts

[12 1] CVE-2021-40444 £ 0| 8%t 34 B = (Microsoft)
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Microsoft 2| 374 AR E &= ZAn}, B F|AHE o 85 Atell= 2021 H 8 & 18 Yo

stCt. olof CHEt BH2Z 8 & 19 Y 7|&, VirusTotal 0l CVE-2021-40444 |2
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2021 A 9 ¥ 14 U Microsoft = CVE-2021-40444 F|2Z{o| Hot QJH|0|EE W ESIRISMH, Ol
Ch=a Zoh

- KB5005565 - Windows 10 Version 2004, 20H2, 21H1
- KB5005566 - Windows 10 Version 1909
- KB5005569 - Windows 10 Version 1507
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- KB5005573 - Windows 10 Version 1607

2ot HH|0|ETF Y EE|RAZ 0T, CVE-2021-40444 FAH™ES 0|88 S22 X|&H2=E 0|R0{X|2
gge

MZESHA BEHSE D, 2 21 Aol CVE-2021-40444 F|2FT o CHst
=1

[unknown].docx

Type MS Office Word Document
Behavior Redirect
SHA-256 | 938545f7bbe40738908a95da8cdeabb2allce2ca36b0f6a74deda9378d380a52

Description = Redirect to External Link

[t 1] Malicious Word Document File

Type HTML (Hypertext Markup Language)
Behavior Escape Sandbox, Execute Payload
SHA-256 | dOfd7acc38b3105facd6995344242f28e45f5384c0fdf2ec93ea24bfbcldc9e6

Description | Download and Install CAB, CVE-2021-40444

[Tt 2] C&C HTML File

ministry.cab

Type CAB (Cabinet)
Behavior Dropper
SHA-256 1fb13a158aff3d258b8f62fe211fabeed03f0763b2acadbccad9e8e39969ea00

Description | Extract Payload

[I}2 3] Cabinet File
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championship.inf

Type DLL (Dynamic Link Library)
Behavior Remote Code Execution
SHA-256 @ 6eedf45ch91f6762de4e35e36bcbh03e5ad60ce9ac5a08caeb7eda035cd74762b

Description | Payload

[Tt 4] Payload File

I @ A @ R. I ® _VMSHTML

- _
Vulnerabilit
= y
Execute Redirect to Download Payload Execute Payload
Word Doc File External Link  Using Sandbox Escape = (Remote Code Execution)

[C12 2] CVE-2021-40444 & 0|23t 34 A|LtE|2

[1 EHA: @]

®: 34K HAZME T E dM e M TUS MG ES |RIECH 2E 2M T M- Al
LHE ol & & c&C MHZ T&stct

2 EtAl: @]

@:HTML ¢ I 0| x| 2| 2t 2| X2l JavaScript ZEE AlgHtCH C&C Aol Z<436H CAB 1

O|& Mxlete HHUM & HEtRK{o| MHEEA S BHESH HO|IZEE AIAH LISl K& &t
[3 EHA: @]

®: HO|Z2E = MSHTML 2| &2zt AS 0|& FY™e <

- A %
Strike Backdoor Beacon O| AARAX|2t A|9d Tt ol M A&7 |2 CHA|ZRCE

g'l_l
hvd
>
gl__l
H
jul
for
i
_o'l_-
>.
IIlItI

0|44 Cobalt
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[2] E2 K] MEHNA QL CVE-2021-40444]
o HeleXe 4 ¥ Ho|X| SO| A|lARDto| 2Ol 45X &2 5t k| Rt § MEsA
HEfo| ZHE|E BHoM SESGFTE HA ol ol MEof AASE 34 7|2 CAB I+
ChR2E U x| BHHoM & HetRXo| MEYAS BFE5lo A|A”R LHRo| HO|ZEE
Mgt a2 Lt CAB I O|Q|o = ChYst 374 HIE{7L QI8 &= UM FHM X[&HQl 477}
O|F0{X|Z QUCt CtEEt S HEIE Sal| MELAE HSHo=Z BES £ AIAH LY HO|ZET}
MEEZQCHH, 2|SX S 2 CVE-2021-40444 E ALE85l0{ HO|ZEE ASHe £ Qlr}

Office 2019

Opening: http://hidusi.com/e8c76295a5f9acb7/side.html (0%)

ide.html

Word M U2 RO 2 XML IHUS o] A=E FAlolch Ol2{# OIRE Y=g sHAISHH Word

EME FE5t1 2

SOISHE M, C&C AH7L &rU|o{Rlct HEFH C&C M 7 Al, StOIHRIZ 0 “mhtml” X|AIRHE

AtE8l Ol& MHTML Z2EZ2 #MED{7t XMelst=S FCh s C&C AMHE T&0| E7tst0d, 2
= =
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2.2. CVE-2021-40444

[e)3
-
ol

CRC MHQt 0| TIFHE|H Cc&C AMH U JavaScript AAS2Q LT HAMEICH [ 4]&
Yol dR0|H, Ol = HO|2ETF Bt A|AER RO MZEE 0|20 siF HO|ZEE HASHY|

40
g

L0,

JavaScript 0| A location Z{H|E A SHH £78 URL 2 0|50| 7ts3tCt [ 8 4]0 LIEE ZXEES
AH238L0] Mshtml.dll 2| ShellExecURL APl 2 S=3A Z|=0|, siE APl LI 0j Al URL O 2+3H HZ0|
2 | o

0| 5510] CVE-2021-40444 F{2fHO| 2ASHCL 3T APl = CVE-2021-40444 F| O] LU E A
J2[419 EXtE0| QIXE AYEH, QAXE AHEE A =AEE X 2E2(0f FLlE URL

l
Scheme & A3 A28 SEZR2IYZ g HO|ZEE ZAHAITIC

HRAER| 7 HKCRW.cplW(Default)
HXAER| 3t cplfile

[E 1] HKEY_CLASSES_ROOT Off H 2| =l URL Scheme (1)

A AEE| 7 HKCR¥cplfileWshellWcplopencommand
HXIAES 2f %SystemRoot%WSystem32¥control.exe "%1",%*

[E 2] HKEY_CLASSES_ROOT 0| MO|=l URL Scheme (2)
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URL Scheme Of CH$F @ 2|= HKEY_CLASSES_ROOT 8t0|E.0f 2|oF 20| H|x|0| UL} .cpl &AL

ool #2, 2ot 0| HMojh SEZZ QI controlexe € S8l HAAIF|EE L0 UL cpl

_I_
SR YR LEZ| Q] 7|22 cplfile & HOP7HH 2l W] AHEE= BE AXE A + AUCL

— —

GEBBDIEE 6A 08 push B
6'E-DL'"D FFB5 ECFDFFFF push dword ptr ss:[ebp-214] [ebp-214]:L".cpl:123"
G6EGBDOF B6A 08 push 8
6EBEDIFS 6A 68 push 8
FF15 4833856E call dword ptr ds:[<&ShellExecutel:]
6A 90 push @
FFB5 ECFDFFFF push dword ptr ss:febp-214] [ebp-214]:L".somansa:test”™
6A 00 push ©
6A ©0 push 2
FF1S 4833846C call dword ptr ds:[<&ShellExecutel>]
O] somansa @3&E EH A 0| E2aE

L|C}.

m Microsoft StoreOll A 4 7|

o B2t 0| ¥ AE

(218 5] URL Z50] 0|Z3f 7hs3t 4 g MY

—

ShellExecURL APl = LHE XA O 2 ShellExecuteW APl & S =3tC}H O] Ifj, 12 QIXtE= |ocation K|S
Soff 2|Ctol=M E URL O AFEEICH 92F 20| L& HAEE somansa 2= URL Scheme & A&3%t
Zu, HXAEL0 Hol=l SEZ2IM0| glo] A4 =2 WS XS et= HAIX|[7F EHSCE

.cpl.../../../AppData/Local/Temp/Low/championship.inf
.cpl.../../../AppData/Local/Temp/championship.inf
.cpl.././../../AppData/Local/Temp/Low/championship.inf
.cpl..././../../AppData/Local/Temp/championship.inf
cpl.././../../../Temp/Low/championship.inf
.cpl.././../../../Temp/championship.inf

.cpl:../../Low/championship.inf
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.cpl.../../championship.inf

8 UCHH CVE-2021-40444
FAHS 0|8% HO|2E HAO| §5H2=2 FHELE championship.inf T2 HO|2E HES
SHO, INF Tt 2 Q| DLL THLOICH B2 IE ZME AMT RS2 7|ECZ [H 319 4 B2 E
0]0{ = 2Lt

C:/Users/somansa/Desktop/.cpl:../../../AppData/Local/Temp/championship.inf

=> C:/Users/somansa/AppData/Local/Temp/championship.inf

[18 6] JLHBZ 3 g

ZCh Word 2A7 HIESHOA A2
ZALZ0| ShellExecuteW APl 2| URL 2
2 (C/Users/somansa/AppData/Local/Temp/championship.inf ZZE

2 |= Zdo|ct, o] i T O|ZE Q! championship.inf £ sligt ZZ0f O]2] {ZE0f L0{OFs}H,
MEEof AX| BLHEH HA K] p=Ch

AHSHCHH  control.exe

0=
Ot
=
H

— mWINWOHD,EXE (2416)
control,exe (57447

o rundll32 e xe (4054)
T RUNDIE2.Exe (566
l:nn"fFDI.exe (BE3Z)

= - rundli32 exe (B232)

U HRunDII3Zexe (346

o rundll32 exe (3948)
TR RUNDIEZexe (320

ontrol,exe {35300
=l \Erundll32,exe 1344,
~ [iRuNDNIEZ.exe (644

controlexe (T160)
=] \ErundIISZ.exe {55820}
C NRUNDIEZ.exe (710

control,exe (ET16)

Microsoft Word

Windows Conftr,,,
Windows host .,

Windows T

Windows Conftr,,,
Windows host .,

Windows T

Windows Conftr,,,
Windows host .,

Windows T,

Windows Conftr,,,
Windows host |,

windows F,,

Windows Conftr,,,
Windows host ,,,

windows F,,

Windows Contr,,,

C#Program Fil,,,
CHRWIndowsE,,,
CHEMWIndowse,,,
CEWIndowse,,,
CHWIndowsw,,,
CHEMWIndow s,
CHRWIndowsE,,,
CHEWIndaw s,
CoWIndowsee,,,
CHRWIndowsE,,,
CHEMWIndow s,
CEWIndowse,,,
CHEWIndaw s,
CHEMWIndow s,
CHRWIndowsE,,,
CHEWIndaw s,
CEWIndowse,,, |

Micrasaft Corp,.,
Wicrosaft Corp,,,
Microsoft Corp..,
Microsaoft Corp,,,
Microsoft Corp,,,
Microsaoft Corp..,
Wicrosaft Corp,,,
Microsoft Corp,,,
Micrasaft Corp,.,
Wicrosaft Corp,,,
Microsaoft Corp..,
Microsaoft Corp,,,
Microsoft Corp,,,
Microsaoft Corp..,
Wicrosaft Corp,,,
Microsoft Corp,,,
Microsaoft Corp,,,

DESKETOP-ORP,,,
DESKTOP-ORP,,,
DESKTOP-ORP...
DESKTOP-ORP,,,
DESKTOP-CRP,.,
DESKTOP-ORP...
DESKTOP-ORP,,,
DESKTOP-ORP,,,
DESKTOP-ORP,,,
DESKTOP-ORP,,,
DESKTOP-ORP...
DESKTOP-ORP,,,
DESKTOP-ORP,,,
DESKTOP-ORP...
DESKTOP-ORP,,,
DESKTOP-ORP,,,
DESKTOP-ORP,,,
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Coindow s SysWOWEMcantrol exe "cpl, /. 44 S AppData/Local/Temp/Low/championship,inf",
"CoWindowsWeystem3zerundli3Z exe” Shell32,dll,Control_RunDLL ".cpl..A./A A A appData/Local/ TempsLow/championship,inf”,
ComtwindowsWeystemIZ2WRunDIEZ exe Shell3zdl,Control_RunDLL "cpl.A./F A appData/Local/TempLow/championzhip,inf,
Cogindow s SyeWOWESRcantrol exe " opl /S S SappDataLocalf Temp/championzhip,inf,
"CoWindowstsystem3z¥rundli3Z, exe” Shell32,dl,Control_RunDLL "cpl, /.00 appData/Local/Temp/championship,inf”,
Cowindowseystem32®RunDI3Z exe Shell32,dll,Control_RunDLL ".cpl.A./A A A appDatafLocal/ Tempd/championzhip.in”,
Cogindow RSy e WOWESRcontrol exe " opl, A LA A Templowchampionship,inf,

"CoWIindowsWsystem 32 undll3Z exe” Shell32,di,Control_RunDLL " cpl. /.0 A 4 Tempflow/championship,inf’,
CtwindowsWaystem 32w RunDIS2 exe Shell32.4dll, Cantral_RunbLL ".cpl./.A A/ Temp/Low/championship.inf’,
CoWindowsWSysWOWESRcontral.exe " cpl,./ A2 A/ Tempichampionship.int”,

[AE 7] MO EH22 Ho|2EE A A dAst= 2 (1)

CVE-2021-40444 F|A4HE 0|8t 54 =& A|, HO|2E & Oj7HM =2 M HO{ES HEHSE O/ =
Hojztol st=Eol cpL OtYEL DLL =

Export 25=Ql Control_RunDLL & 2 &30 LEEQIDLL vt s Yot HAlo2 A
A= CVE-2021-40444 FA4HE 0| 8%t 54 = Al .cpl: Schema & AHE3t0] HO|2EE DLL M E

HAAZICHE DS ofO|etet.

HEX 0
I DEC o0

(1% 8] HO|ZE MY ¢tz

AMZ|E HAlSt= ZET Z2El DLL S %5 HO|2ZEE 510 CVE-2021-40444 F - Z 0|3t
S42 MHMLCE Word 2AE AR HSHOZ A A7 7F HHSHCH

-10 -

%1 SOMANSA




7t Security Report

No.29 | 2021 H 09 ¥

3. Bl X|

Privacy-i EDR 2 CVE-2021-40444 =|2tF0] sl Otz 20| B XSt ULt

W Suspicious Behavior : evasion.execute.control-panel

OIHIE 24 ZA: 2021-09-29 10:35:26

=)
2

E:

(5]

O|HE Guid: d712364c-4f0f-4b13-9b42-c54ddeb52ec?

MITRE ATTECK EH :

MNo. Tactic Technique
Defense Evasion (T1218) Signed Binary Proxy Execution
2 Defense Evasion (T1218.011) Rundll32
o2
e a
cp_guid 83cclb57-20c5-11ec-8ead-000c2975fe3c
Child process command-line  "C:\Windows\system32\rundll32.exe” Shell32.dll,Control_RunDLL ".cpl:123",

[12 9] Privacy-i EDR EHX| &M H&

CVE-2021-40444 F|AH2 A|A" U2l Control.exe & O] I
Shell32.dIl © Export =92l Control_RunDLL & Sdll INF Ttz &t o

groz Hedlstn QUCh Privacy-i EDR 2 0|2t Z2 AQIE "°

o ol
Ot
2

Sl
)
>

n

0>
|>
I
Ho
(@)
)
—
E
ne
>
o

(o)} wu D w N =
>
<1
<
(0]
x
ry
|m
My

z
Rall
or
o
o
ok
0x
l?ﬂ
rok
o

KB5005565 - Windows 10 Version 2004, 20H2, 21H1
KB5005566 - Windows 10 Version 1909
KB5005569 - Windows 10 Version 1507
KB5005573 - Windows 10 Version 1607
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